l‘A

(T

MOHITOPWHI BUKJTUKIE

| BACHOBKU TA
EKOMEH ALl

E3yNbTaTaMin

KIIB-2017 | KYIV-2017

/A

—

KEY ISSUES AND POLICY

RECOMMENDATIONS

by The Ninth

International Conference
“Ukraine’s Security Sector Reform:
Accomplishments

and Plans”

10-11 October 2017, Kyiv




2L DOAF

development and

the rule of law LEEHTP PASYMKOBA

S M Ministry of Foreign Affairs of the
f‘-@i‘ Netherlands

MOHITOPVHI BUKJIUKIB YPSIAYBAHHIO B CEKTOPI BE3MEKU YKPAIHU

0CHOBHI BUCHOBKMW TA NONITUYHI PEKOMEHAALII
3a pesyJsbrataMu /les’aTol MizkHapoaHO1 KOH(epeHIlii
“Pedopmu cekTopy Gesrekn YKpaiHu:
3100y TKH, YPOKU Ta IJIaHU Ha MEPCIEeKTUBY

10-11 sxoBTHS 2017p., Kui

KNiB-2017



Penaxropu: @ininm @aypi, Onexciit MesbHuk
JliTeparypHi pefakTopu:
Anna Yeprosa, Makcum Byrpiii, Piuapa Iltaitn, Hazni €napim
Kopexrop: Onexcanapa bputoycosa

[luzaitn i maket: Terana OBcsaauk, Onexcanp [lanrtana

Y upboMy BuJaHHI OnyOJiKOBaHI OCHOBHI BMUCHOBKM Ta HOJITHYHI peKoMeHallii 3a pesyJibraraMu
JleB’arol MiskHapoaHOI KoHdepeHIii “Pedopmu cexTopy Oesmekn YKpaiHu: 3400yTKH, YPOKH Ta ILJIAHU
Ha TIepCIIeKTUBY .

Ykpaina B HaJ3BMYAliHO CKJIQ[HUX, KPU30BUX YMOBax JocC4Ijia CYTTEBOTO IIPOrpecy y 3MillHEeHHI
HALIOHATBHUX OOOPOHHMX CIIPOMOKHOCTEHl Ta PO3BUTKY CHCTeMHU 3abe3ledeHHs HaLiOHAIbHOI 0Oe3-
neku. Ile cTajo MOKJIMBUM 3aBIASKU CIIJIBHUM 3YCHJISIM JIePKaBU Ta CYCIJIbCTBA, a TaKOK 0e3-
NPEIeAeHTHOMY PIBHIO 30BHINIHBOI MATPUMKHM 3 OOKY 3axiHMX IepsKaB, MIKHAPOAHUX CTPYKTYD i
HeJlepsKaBHUX OpTaHisalliii.

Kondepenuisg craja macyMKoBuM IyOJiYHMM 3aX0J0M JABOPIYHOTO IIPOEKTY, METOI0 SKOTo Oyo
CTBOPEHHSI PI3HOIUIAHOBUX MOKJIMBOCTEH CIPUSHHS PeOPMYBAaHHIO Ta PO3BUTKY JIEMOKPATHUYHOTO
ypsilyBaHHSI B cekropi Oesmeku i oGoporu Ykpainu. 3asmaHusam KoHdepeHiiii 0yJao He CTiIbKY M-
OUTTS MiACYMKIB IIPOEKTY, CKIJIbKM HaMip OI[IHUTU pe3y/braTd pedopMyBaHHS CEKTOPY OesneKu, 3Bi-
puTH IX i3 3aJleKJIapOBaHUMK TPU POKHM TOMY CTPaTEriyHUMM IISMHM, izeHTrdIKyBaTH HaibiiblI 1Ipo-
GJIEMHI ACTIEKTH Ta 3aTPOTIOHYBATH MOKIINBI TIJISIXHU X BUPITIEHHS.

3azHavena mMpobOIeMATHKA CTaTa TPEMETOM OOTOBOPEHHST MIMPOKOTO KOJIA YYACHWKIB — TPeICTABHIUKIB
OpraHiB BJIAIH, TPOMA/ITHCHKOTO CYCHIIBCTBA, HAYKOBUX KiJI, Mi>KHAPOIHUX opraHizaliii Ta 3MI.

OIiHKY, BUCHOBKY 1 MPOTO3UIlii, BUCJIOBIeH] yuyacHukamu KodepeHiiii, He 060B’SI3KOBO 30iratoThCst
3 oiniiHuMu mozuiisMu JKeHEeBChKOTO 1IEHTPY JEMOKPATHYHOIO KOHTPOJIO Haj 30pPOMHUMU CHJIAMU
(DCAF), llentpy Pasymkosa ta Ypsauy Kopoaisersa Hinepianuis.

[Ty6umikamist 3aificiena B pamkax crisibroro mpoekty DCAF i Ientpy PasymkoBa “MOHITOPUHT BUKJIHN-
KiB yPsILyBaHHIO B CeKTOPI Oe3rneku Yipainu” 3a dinarcosoi miarpumku Koposisecrsa HizepJranis.
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Pepopmu cexmopy 6esnexu Yxpainu: 3000ymxu, ypoku ma nianu na nepenexmusy

“PE®OPMMU CEKTOPY BE3IIEKU YKPATHU:
3A0BYTRKH, YPOKU TA IIJIAHU HA IIEPCIIERTUBY”

JleB’ara koudepentis, 10-11 ;xoBtaa 2017p., Kuis

OCHOBHI BUCHOBKH Ta IIOJITHYHI peKoMeHaaIlii'

I. KOHTERCT

Y crimagHux obcTaBWMHAX YKpaiHa JOCATHYJIA TOMITHHUX YCIIXiB y 3MiI[HEHHI Halfio-
HAJIbHOIO OOOPOHHOIrO IIOTEHIially Ta PO3BUTKY CHUCTEMHU HAIiOHAJbHOI Ge3IeKH, o
CTAJI0 MOJKJIMBUM 3aBISIKU CIIJBHUM 3YCUJIJIAM YKPAiHCBKOTO yPSAy U CYCHiJIbCTBA Ta
Ge3rpereIecHTHOMY PIBHIO 30BHIINIHBOI MHATPUMKN 3 OOKY 3aXiIHUX TPaBIliB: OKPEMMX
Jlep:KaB, Yps0BUX 1 HeypsJoBUX oprasiszailiii. BopHowac, 3ajuiaerbcst yuMaso Ipo-
6JieM, TIOB'SI3aHNX, HACAMIIEPE]l, 13 CHCTEMOI0 JAEMOKPATHYHOTO IHBIIBHOTO HATJISIAY 3a
CEKTOPOM 6Ge3IeKn i 060POHH.

PedopmyBanns cekropy Oesrneku B Ykpaii BifOyBaeTbCcst B KOHTEKCTi MacmrtaGHOTO
pedopMyBaHHS €KOHOMIKW, JeleHTpai3allil Aep:KaBHOTO ypsiyBaHHs, OOpOTHOM 3
KOPYIIIIEI0 — TOTO, 10 Ma€ Ge3nocepe/iHiil BIVIMB Ha PiBeHb OE3IMEKM JIOAUHU, CYCITiIb-
CTBa Ta JIepKaBU.

JleB’saTa KoH(epeHIlis, 3aBAAKN SIKill 3’IBUINCS I pEKOMeHJallii, cTaja OCTaHHbOIO B
cepil 3axo0jiB, MPOBEJNEHUX Yy paMKax TPoekTy “MOHITOPUHT BUKJIUKIB YPSIYBAaHHIO
B cektopi Gesnexn Ykpaiuu”. IlisissmMu mpoekty OyJi0 CTBOPEHHS Pi3HOIIAHOBUX MOJK-
JIUBOCTEN CTIPUSIHHS pedopMyBaHHIO Ta PO3BUTKY [I€MOKPATUYHOTO YPSIIyBaHHS Y
cekTopi 6esnexn i 060poHn YKpaiuu.

Ieit 3axim MaB He Jullle TiJICYMyBaTH PE3YJIBTAaTU MPOEKTY, aje ¥ OIIHUTU JTOCATHEHHS
Ykpainu B pecopMyBaHHI CeKTOPY O€3MEKU Ta POITJSHYTH, SIK 1Mi JOCSITHEHHST Y3TOLKY-
I0ThCSI 31 CTpaTeriyHUMU 3aBAaHHSIMU TIPOEKTY; a caMeé — BUSBUTH HaHIpoOJeMHim
HanpsiMu peopM i 3aITPOTIOHYBATH X MPAKTUYHE BUPIIICHHS.

T

BAHHIO V CEKTOPI BESMEKW YKPAIHW

esecuritysector.corn
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' OCHOBHI BUCHOBKY Ta MOMITUYHI peKkoMeHaawii NigroToBAEHi 3a pe3ynbTatamu BUCTYNIB i AUCKYCIll y4acHUKiB. [lesiki 3 HUX € cynepey-

NINBUMU HE NIULLE CTOCOBHO MOSIOXEHb OMILINHNX [LOKYMEHTIB, ane i Mk co6oto. BogHoyac, asTopu ny6nikalii BBaXatoTb 32 He0bXiaHe
MaKCUManbHO NPeACTaBUTH iX Y LbOMY BUAAHHI 3 METOK 06’€KTUBHOI iNOCTpaLii XapakTepy ANCKYCIil, HASBHOCTI B €KCMEPTHOMY AMCKYPCi
iHO4I MONAPHMX NpOMO3WLiNA, SKi MOXYTb He BifAMNOBIAAT 3arafibHONPUAHATHUM NiAX0A4aM CbOrOAHI, ane MalTb LUAHCKU, 32 MEBHUX
YMOB, 3HAaNTN CBOE BifOOPKEHHA B O(ILIAHIA NONITULI B MARBYTHHOMY.
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

Jlep’sita koH(pepeHIlis 3i6paja IpeJcTaBHUKIB MIHICTEPCTB 1 BiZIOMCTB CeKTOpy Oe3lexu,
TPOMAJISTHCHKOTO CYCIIbCTBA, HayKoBux Kia Ta 3MI. O6roBopeni murtanms, a Takox
HOJITUYHI PEKOMEH/Iallil, 3aIipOIIOHOBAaHI I1i/I Yac ceciii i pobOYMX TPYII, HaBeIeH] HIKYeE.
[IpoekT peasizoBano 3a dinancoBoi miaTpuMKU MiHicTepcTBAa 3aKOPAOHHUX CIIPaB
KopouaiserBa Hinepaansmis.

O6roBopeni nuTtaHHs po36uTi 3a Temamu KoudepeHiii y HacTymHOMY pO3Iiji, e
y3arajbHeHi TOJIOBHI MOMEHTH Ta MOJITUYHI peKOMeH/Iallil, 3aITpOTIOHOBaHI yYacCHUKaMU
YU JIONOBI/IJaYaMU TIiJ] 4ac 3aX0/Ly.

O11iHKK, BUCHOBKM Ta PEKOMEHJAIlil y IbOMY BHJIAHHI HaJlekaTh YyYaCHUKAM Ta
opranizatopam Kondepenmniii i He 000B’s13k0B0  Bigmbusaiors nosuiiiito  DCAF,
Hentpy Pazymkosa un MinictepcTBa 3akopzionHux cripaB KoposiserBa Hifepaanmis.

II. OCHOBHI IIUTAHHA
PedopMu 060pOHHOTO CEKTOPY — CTaH, AOCSITHEHHS TA BUKIUKH

» Macuirab oboponHoi pedopmu B YipaiHi — GesmnpereneHTHHIL. Y cTpaTeriaHoMy
JIOKYMEHTI 3 000pOHHOI pehopMU BUKJAJAECHI I'ATh cTpaTerivHux Itijiel, 28 omepa-
TUBHUX IMiJ1eH Ta 379 BiIMOBIITHUX 3aX0TiB%

» Y pamkax tpuBaiounx pedopm na 30% Oysiaa 3minena crpykrypa lenepasbHOTO
mtaby. [o mpiopuTeTHUX TUTAHb 3apa3 HAJIEKaTh YAOCKOHATIEHHS MOKJIMBOCTEN
TepuTopiasbHOi 060poHH, BiOymoBa Ta posButok BMC, inBecTuilii y BiiicbKOBi
pe3epBU Ta IEPeIiJIrOTOBKY KaJpiB, a TaKOK IJBUIIECHHI MOPAJIBHOTO [IyXYy
BiliCHKOBOCJTYKOOBIIIB.

» Ilpiopurerom 3asmmmmaerbest npodecionamisamist apmii. Ha BilicbkoBy ciysx0y 3a
korTpakToM g0 3C Ykpainu Oyso npuiiHsato O6iusbko 70 Tuc. oci6 y 2016p. Ta
61m3bK0 28 THC. 0cib — 3a geB’saTh Micsuis 2017p.

» OIHUM 3 TOJIOBHMX JIOCATHEHb 0O0POHHOI pehOpMU CTaB Iepexi/] Bil OXHOPIYHOrO
JI0 TPUPIYHOTO OOOPOHHOTO IUTaHyBaHHs. lle BaxiIMBMIT KpOK y 3abe3nedeHHi
e(heKTUBHOTO BUKOPUCTAHHS pecypciB. BianosigHo, BICHKOBI 3ampoOBAJUIN ITi/l-
Xii “TiIaHyBaHHS HA OCHOBI CIIPOMOXKHOCTEN”, 32 SIKUM MOJKJIMBOCTI OIIHIOIOTH Y
JIEB’SITU PIBHUX KaTeropisx: 3abe3nedeHHst TOTOBHOCTI; CHiBPOOITHUIITBO y cdepi
6esriekn i 0OOPOHM; PO3rOPTaHHS Ta MOOUIBHICTH BINCBHK; 3aCTOCYBaHHs; 3a0e3-
TeyeHHs; KepiBHUIITBO Ta YIPABIiHHS; 3aXUCT 1 JKUBYYICTh; PO3BiJKa; BOEHHO-
MOJIITUYHE KePIBHUIITBO Ta YIIPABJIIHHS pecypcamiu.

> BilicbkoBi 6GaraTo 3pobuim st 0OOPOHHOTO ILIAHYBaHHS, PO3POOJISIOUN JOKY-
MEHTH Ta TOTYIOuM TepcoHa. lIlpeamern OOOPOHHOTO MEHEKMEHTY Jeaasti
IIMPIIEe BKJIIOYAIOTHCS 10 IIporpaM IiArotoBku odinepiB. Kpim Toro, okpemi odi-
1epu BimpsKaioThess 3a KopaoH (mepeBaxkuHo a0 CIIA Tta Bemmkoi bpurtanii)
Ha KOPOTKOCTPOKOBI KypcH 3 0O0POHHOTO TIJIAHYBAHHS.

» Y paMKax TpHBai4oi 0O0POHHOI pedOpPMHU PO3BUBAIOTHCS MEPEKEBI MOKIMBOCTI.
MepeskeBi MOKJIUBOCTI (DaKTMYHO O3HAYAIOTHh 3abe3ledeHHsT 3aco0iB, 3aBISIKU
SKAM yCi 4acTMHM Ha 1oJi 600 MaioTh OCTYI IO Iepeiadi JaHuX i CIIJIbHE

2 CtpareriyHuii 060poHHUI 6toNeTeHb YKpaiHu. BeegeHo B fito Yka3om lMpesugeHTa Ykpaiu Ne240 Big 6 yepsHs 2016p.
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Pepopmu cexmopy 6esnexu Yxpainu: 3000ymxu, ypoku ma nianu na nepenexmusy

VSBJEHHSI PO CUTyaIliio. MepexkeBi MOXKIUBOCTI 1epen0davaioTh [IeJeryBaHHsT
MOBHOBAKEHD 1 KOOPAMHAII0 BUKOPUCTAHHS CHUJ PisHUME 3acobamu. [[yist 1mboro
BIMICBKOBI  3aITPOBAINJIM 1 TPOJIOBXKYIOTH  3alPOBA/KYBATU  PSIJl  TEXHOJIOTIH,
BKJIIOYHO 3 O0e3IijoTHOI0 aBialieio, 1o 3abesneuye 1epemady indopmaiii B
peajbHOMY PEXKHMi 4Yacy, a TaKOX MOMKJIMUBOCTI 3B’S3Ky Ta CIOBIIIEHHS IS
BiliCHKOBOCJTYKOOBIIIB.

» CTBOPEHHSI MEPEKEeBUX MOKJIMBOCTEH BaKJIMBE TaKOX /Ui IPOTUIIl 3arpos3am
“riGpuaHOr0” TePOPU3MY Ta arpecii, 110 He MAIOTh TEPUTOPIATBHUX KOPAOHIB.

Cay:k6a 6e3neku Yikpainu (CBY) — cran pedopM, H0CSITHEHHS Ta BUKJIUKH

» Y rpyani 2015p. G6yna crBopena MikHapogna koucysbratusaa rpyna (MKT) mus
nonomoru CBY B pospobui konienii pepopm. Konmentiis pedopm Oy.ia 1miaroros-
Jiena ta nepenana gm0 Amminicrpamii IlpesuzpenTta B cepnni 2016p. IligroroBienmii
TakoK Bigmosigauil Ilman miit 3 ii BukoHaHHs, ame 06e3 3aTBepkeHHs Kownieririi
pedopM MOBHOTA Ta TepMiHM 3AilicHeHHS pedOpM CTaloTh Aenati Oiabi mpobdie-
MatTuuyHUM. Yepes 3BOJIKAHHS 3 yXBAJCHHIM CTPATETiYHUX JOKYMEHTIB, TEpMiHU
3aiticHenst peopM, iMOBipHO, OyyTh niepeneceni Ha 2023p.

» TonoBHI TuTaHHs, MO cTOCY0ThCsT pechopmyBants CHY:

¢ CBY 3apas mae mupoki MoBHOBAKEHHS JIOCY/I0BOTO CJII/ICTBA. 3 TIPOJIOBKEHHIM
pedopm cainui dyukiii CBY maiors OyTH cyTTEBO 0OMEKEHI.

e CBY i Hagani 60poTUMEThCS 3 MIKHAPOIHOIO OPraHi30BaHOIO 3JI0YMHHICTIO Ta
KOPYIILIEIO, [0 HECYTh MPSAMY 3arpo3y HallloHAJIbHIN Gesmeri. Yei inmi GyHK-
il mpoTuaii 3J0YMHHOCTI OYyAyTh TepefaHi iHIIMM BiJOMCTBaM CEKTOPY
Gesneku. AJjie repefiaya MPaBOOXOPOHHUX ITOBHOBAKEHb BifOYIeThCS JIMIIE
MMCIA TOTO, IK TMOBHICTIO JI€3ATHUMU CTAHYTh IHII TTPaBOOXOPOHHI BiIOM-
crBa (30kpema, /lepskaBHe Oopo posciigyBanb Ta HarlioHajbpHe aHTHKOPYTI-
1iitie 610po Ykpainm).

* Konmeniiisi pedpopm Takox mnepeadadae, mo kepiBiuka CBY He npusHaua-
TUMYTh Ticas Bubopis Ilpesumenta, o6 CBY morsa aisiti, He M06GO0IOUYUCH
3BIJIBHEHHSI MICJIsT TPE3UIEHTCHKUX BUOOPIB.

e 3apas CBY 0epe akTuBHY y4acTb y O0HOBMX AigX i ZOIOMIKHUX OIlepallisgX Ha
Cxonmi Yrpainu. Tomy aemimitapusaiiia CBY B KOPOTKOCTPOKOBI TepcIiek-
THBI He BBAKAETHCS MOKJIUBOIO.

e [IpoekT 3aKoHy TIpO HaIiOHAJIBHY Oe3leKy YKpaiHu mependadae CTBOPEHHS
HE3aJIeKHOTO MeXaHi3My Harjisay 3a ceKTopoM Oesrexu. Takuii MexaHisM, 3a
YMOBH #0TO e(heKTUBHOTO (DYHKITIOHYBAHHSI, 3HAYHO JIOTIOMIr OW JIeMOKpaTHy-
HOMY I[MBIJIBHOMY HArJisiay 3a ceKTopoM Oesreku. [ToBHOBaskeHHsT Ta (yHKIIi
MeXaHi3My MatoTh OyTH BPEryJIbOBaHi OKPEMUMHU ITi[3aKOHHUMU aKTaMH.

» 3naunuMm nocsraeHHsM pedopmu CBY € mossa mnepmioro mybaiunoro 3sity. Ile
BAKJMBUI KPOK /0 TIPO30POCTi, SKWH Ma€ OMOMOTTH (hDOPMYBAHHIO CYCIHiJTHHOI
JIOBipH /10 opraHisarii.

[lo maiinomitHimmnx BuUKIMKIB pedopmyBanHio CbBY nHanexatp TpuBaroua BiliChbKOBa
arpecist Ta cJ1abKicTh iHIIUX IPABOOXOPOHHUX OPTaHiB.
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

KiGep6e3sneka — ocranHi mozii Ta npiopureTH Ha MaiOyTHE

» Ykpaina 3iTKHyJsach 3 pisHumu Gopmamu “ribpuanoi” arpecii 3 60Ky Pociiicbkoi
ejepallii, BKJIOYAlOYM CIpoOU BTPYUYaHHS IIPe3nIEHTChbKI BUOOPU, a TaKOXK
) 6 y y 6
Kibepataky Ha iHQPaCTPYKTYPy €JIeKTPOCTAHITIN.

» 3 MeTon TPOTH/Iil MacmTaOHUM HalajaM Ha Bak/JauBI 00’€KTH iH(pacTpyKTYypu
Oyna yxsanmeHa Crpateris kiGepOesnekn Yxpainu. Bak/auBuM KpPOKOM peasiiza-
mii Crparerii craso crBopernss HaiioHaabHOTO KOOPAMHAINITHOTO IEHTPY Kibep-
Gesnekn B uepBHi 2016p., six pobouoro oprany Paam wHaiioHasbHOT Gesneku i
000poHI’,

> Y Bepecui 2017p. OyJs0 yxBaJieHO HOBUI 3aKOH, siKWil 3a0e3redye MpaBoBy 0asy
JUIs KibepeTpaTerii Ta BiAIOBIIHUX MeXaHi3MiB KOOpAMHAII. 3aKOH YiTKO BHU3HA-
Ya€e KOMIIETEHI[I0 Pi3HUX OPraHiB, a TaKOX /Ia€ OCHOBY [IJIl 3aCTOCYBAaHHS 3aXO/liB
3aXUCTY BaKJIUBUX 00'€KTIB iHPpacTpyKTypH Ta (hiHAHCOBHUX YCTAHOB.

> IlepenbavyaeThbes, 10, 3aBASKKM 3MiHaM y IIPaBOBill 6a3i Ta HOBOMY MeXaHi3Mmy
KOOpJAMHAIIii, YKPaiHChKi MPaBOOXOPOHHI Ta OE3MEKOBi BiZOMCTBA 3MOKYTh Kpalile
pearyBaTu Ha Kibep3arposu.

Harusag 3a ceKTOpoM 0e3meKkn — JOCSTHEHHS Ta BUKJIUKA
Bepxosna Pada Ykpainu

» OcTaHHIME POKaM¥ BiJIHOCMHU MiK BiJJOMCTBaMHU CEKTOPY Oe3leKu Ta BiJIOBij-
HUMU NApJaMEHTCHbKUMU KOMITeTaMu JIell0 MOKPAIUINCS, He3BasKaloun Ha 1TPOJI0B-
JKEHHS TIPAKTUKKW Hey4acTi KePiBHUKIB BIIOMCTB Yy KOMITETCbKUX CJIyXaHHSX.
[To3uTBHUM KPOKOM € Tpu3HadeHHs1 [enepaibHuMm mitaboMm odirepa 3B’I13Ky 3
Bepxosnoio Pajnoro.

» IMoniTruni 3asBM Ha MATPUMKY pedopM 3 GOKY HApOIHMX JEIyTaTiB JIyHAIOTh
noctiiino. OHaK 1M 3asBM 4acTO He IMAKPiTJieHi KOHKPETHUMHU JisIMH, OCKiJTbKU
Ti, KOTO 3aI0BOJIBHSIE Sstatus quo, Moci B OiNbIIOCTI, HA BiAMIHY Bifl TPOTPECUBHO
HaJIAIITOBAHUX JIETTYTATiB.

» HeedextuHictp peasizaiiii moBHOBaskeHb IlapjaMeHTy 3 KOHTPOJIIO OIOKETY
BIZIOMCTB CeKTOpy Oe3IeKH, 3acTOCYBaHHS OIOJKETHUX IHCTPYMEHTIB mapJia-
MEHTCHKOTO KOHTPOJIIO HaJl CHJIOBUMU CTPYKTYPaMU CYyTTEBO OOMeKeHa HEIOCTaT-
HIM JIOCTYIIOM 10 iH(OopMaItii.

Opeanizauii 2pomadsncyKkozo cycniibemsa

» Cripi BU3HATU BHECOK OpraHi3alliii TPOMaITHCHKOTO CYCHIJTbCTBA Ta aHAJITUYHUX
HeHTpiB y mpoiec pedopm B Yipaini. ITyGuiuni 3axoan, mopiGHI 10 TPOBEAECHUX
y paMKax I[bOTO TIPOEKTY, CIIPUSIOTH YCBIIOMJIEHHIO 3MiCTY Ta HEOOXiIHOCTI IIUBIi/Ib-
HOTO JIEMOKPATMYHOTO KOHTPOJIO YKPAiHCbKOIO BJAM0I0 Ta, SK HACJIJOK,
YIIPOBA/KEHHIO Mi’KHAPOJIHUX ITPUHIIUIIIB i CTAaHAAPTIiB.

8 Ctparteris ki6epbe3nekun YkpaiHn 3aTBepmkeHa Ykasom MpeangeHTa Ykpainu Ne96 Big 15 6epeats 2016p.
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Pepopmu cexmopy 6esnexu Yxpainu: 3000ymxu, ypoku ma nianu na nepenexmusy

» OjHaK yd4acThb TPOMASTHCHKOTO CYCIJIbCTBA B HAIJISIi 32 CEKTOPOM Oe3leKu
3aINIIAETHCsT He Ge3npobiemuoo. [lompn ycmixu 3i CTBOPEHHST BiATIOBIIHUX MeXa-
HI3MIB HarJsizy, po3poOKy peKOMeHAlliil, IpoOJeMOI0 3alUIIAEThCS 1X 3aCTOCY-
BaHHs. Hanpukian, pexomenpaiiii 3 aemimitapusaiii CBY 6yau migrorosiesi
Ipomazgcekoro pamoto mpu CBY mie 3a uaciB Ilpesuzmenta B.lIOmenka. Omnak,
HaBiTh IATPUMKA EBPOIENCHKUX TTAPTHEPIB He MepPeKOHaMa BJaay B HEOOXiIHOCTI
ix BpaxyBanHs. TuM He Menin, Ipomazicbka paga npu CBY mocsrima oOMeskeHUX
VCITiXiB y HArJsizi 3a cucteMoio miarotoBku kaapie CBY, a takox y 3abesmederHi
COIia/IbHUX TapaHTiil CJIysKOOBINB Ta IX POJIIH.

» Y 2017p., 3aBAAKNM aKTUBHOMY 3JyY€HHIO TPEJCTaBHUKIB T'POMAIIHCHKOTO CYyC-
misibeTBa A0 Tpoiecy oOpaHHs kepiBHuka HABY Oysu 3abesrnedeni BiAmoBiaHi
PiBHI SIKOCTI Ta MPO30POCTi TpoIeayp A000PY, KPUTEPIiB BiAMOBIAHOCTI Ta PoO3-
rasiy 3asiBok. lle — MO3MTUBHMII NPUKIAJ TPAKTUKU Y4YyacTi TPOMaIsIHCHKOIO
CYCIIIJIbCTBA B HATJISI 32 CEKTOPOM Oe3TIeKH.

» Ille oxmH mpukaax A06pOI MPaKTUKU — CTBOPEHHsT yKpaiHcbhkoi “JIirm o6GopoH-
HUX MATPUEMCTB” gK TIaT(OpMU, MO BKJIOYAE IPEACTABHUKIB TPUBATHUX
BIlICbKOBMX KOMIIAHI Ta OpTaHi3aiiil IrpoMaJITHCBKOTO CYCIJIbCTBA, IO 3ailiMa-
I0ThCsT 0O0POHOTO.

» OKpeMUMHU OpraHisallisstMi TPOMAJISHCHKOIO CYCIIJIbCTBA, 110 OEPyTh AaKTUBHY
y4acTh y HarJIsi/li Ha CEKTOPOM 0OOPOHH, OYJIH TTiITOTOBJIEH] THIIOBI 3aKOHOIIPOEKTH
3 MiZBUIIEHHS TIPO30POCTI 0OOPOHHOTO OIOKETYBAaHHS Ta 3aKyIiBeslb. 3aKOHO-
mpoektn Oysau Hampasieni 10 PHBO, Anminicrpartii IIpe3umeHTa Ta BiAOBIZHIX
MiHICTEPCTB, ajie JKOIHOI PeaKIlii 4i MPaKTUYHUX il BJagu He OYJI0.

SMI

» Y cydacHUX YMOBax pO3BUTKY IHU(POBUX iH(POPMAIIMHNX TEXHOJOTIN Aemnali
Baskue PO3PI3HATH (haKTH Bijl MPOMATAH/IN, OCOOJMBO, SIKIIO BOHA CTBOPIOETHCS
criercIy;k06aMu JiepsKaBr-arpecopa.

» OfHUM 3 SCKpaBUX MPUKIAAIB e(eKTUBHOI MPOTU/Iil TPOMAITHCHKOTO CYCITiJIbCTBA
€ ykpaincekuii Heypsimouii 1poekT “STOPFAKE”, 3aBisiku gdKOMY ayAWTOpis
oTpUMaJjia MOKJIMBOCTI BUSBJIEHHSI HelpaBaAnBoi iHdopMmarii ((elikiB) y KOHKpeT-
HUX HOBWHAX, a TaKOX 711 (POPMYBaHHS BJIACHOI [yMKH CTOCOBHO JKepesl HOBWH,
SIKUM He CJTiJ1 TOBipsiT abo 6askaHOo iTHOPYBaTH.

> Kpim nporupii npomarani, Ykpaida movaja akTUBHO PO3BMBATU 3acOOM CTparTeriy-
HOI KOMYHIKaiii. Y paMKax IMX 3yCW/b YpPsi[I HAaBYAE JEPKCIYKOOBIIB OCHO-
BaM cCTpaTeriyHol KOMYHikaIii Tta cmiBnpaii 31 3MI 3 wmeToo mnpoBeneHHS
edeKTUBHOI iHDOPMAITITHOT MO TUKH.
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

MisknapoaHa qonomMora pepopMyBaHHIO CeKTOPY Oe3nmekn B YKpaiHi —
JOCSITHEHHSI Ta BUKJIUKHU

HATO

» 2017p. mosHaumBcs iHTeHCH(IKAINIE TOJITUYHOTO /iaJloTy BUCOKOTO PIiBHS MiX
Ykpainoro i HATO, na BaxkamBocTi skoro lenepambuuii cekperap HATO wnaromo-
cuB y cBoemy 3BepHenHi a0 Ilapmamenrtcbkoi acambiei HATO B Byxapecri
(>xoBTenn 2017p.).

» Jlontomora HATO pedopmyBaHHIO ceKTOPY O€e3IeKH TPUBAE HA PIBHUX PiBHSX:

¢ [locumoeTbess TpakTUYHA CIHIBIpaIdl y paMKax TpacTtoBux ¢ouis. Tpacto-

BUil poHI 3 KiGEPHETHMYHOTO 3aXKCTY JMO3BOJIUB 3aKyHMUTH HEOOXiaHe 00JIaj-
HaHHS JIJI 3MIITHEHHS HAI[IOHAJTBbHUX CIPOMOKHOCTeH. KpiMm Toro, 3aBasgku
TPacTOBUM (POHAAM CTalyd MOKJIMBUMH IIOCTAaBKM MEIUYHOrO OO0 HAHHS
Ta 3MifiCHEHHsS 3axO/iB 3 pealimitaiii mopaHeHWX OINIB, y T.4. MiATOTOBKH
yKpaiHChbKUX (DaxiBIiB 3 NUTaHb MEIUYHOI Ta ICUXOJOTrIYHOI peabimitarii
BilICbKOBOCTY5KOOBILIB.

* Bigrossiena mgistibHicTh CriibHOT po0O0OYOl TPYyHU 3 €KOHOMIUHOI Oe3leKu
Yipaina-HATO. Bakausum ycmixom 1iei Pobodoi rpymm € koxmdikartist
YKpaiHChKOiI 060POHHOT TIPOMKCIOBOCTI B crcTeMi 3akymiBeab HATO.

* Hanaromskena koHcTpykTuBHA criBnipans pagaukis HATO 3 ykpaincbkumn
napTHepamMu y cdepi BJOCKOHAJIEHHS BITUM3HAHOI HOPMaTUBHO-IIPABOBOI
Gasm.

Koncyromamusna micist Eeponeticvkozo Corosy (KMEC) 6 Yrpaini

» KMEC nenani akTHUBHIIE peaiidye CBill MaHJaT He JIUIIE CTOCOBHO CTpaTerid-
HUX KOHCYJIbTAIli{, ajie 1 HaJ[aHHS MPaKTUYHOI TATPUMKH 3aX0JiB 3 pedopmy-
BaHHS [UBIILHOTO CEKTOPY GE3MEKH.

» YXBajieHHSI CTPATETiuHUX OKYMEHTIB 3 pedopMyBaHHS IMPABOOXOPOHHOI [isIiTh-
HOCTI OyJI0 BaKJIMBUM JIOCSTHEHHsIM. Buie kepiBHuirrBo HarioHasbHOI Tmosminii
po3ymie crpareriuni i ta morpebu pedopm. OaHak, HAHOIILIIOW TPOGIEMOIO X
BUKOHAHHSI € OpaK B3a€EMOPO3YMIHHSI Mi’K CTPATETIYHOIO Ta OMEPATUBHOK JIAHKOIO
B YKPAlHChKUX TIPAaBOOXOPOHHUX BimomcTBax. [lug pocdaraenss ycmixy, 1mini Ta
npioputeTn pedopM TOBUHHI CHPUHAMATHCSA Ta TiATPUMYBATHUCS KePiBHUKAMU
cepennboi manku. Tomy KMEC mommpuia cBOO MiIbHICTH HA PETIOHM 1 TIPOIOB-
KY€ HaByaTH KEPiBHUIITBO BCIX PIBHIB 3 METOI0 CTBOPEHHSI Mepeski MaitbyTHix
KepiBHUKIB, HATTAIITOBAaHUX Ha pedopmu.

» KMCEC npoposxye criBnpamosarn 3 HaiionanbHoto mnosminiero Ta /lepkaBHO0O
MPUKOPJIOHHOIO CJIy:k0010 y BUPOOJIEHH]I KOHIEMI[H BiMOBIAHUX IHCTUTYIIHHUX
pedopm. Xoua 1eii mporiec 3yCTpivuae TMEeBHUU CIPOTUB, MO3UTUBOM € caM (akT
[IOYATKY KOHCYJIBTAIlI.

» KMEC npumings i nmpuiiise TOJNOBHY yBary IUTAaHHSIM BEPXOBEHCTBA IIpaBa B
OLIBII IIMPOKOMY KOHTEKCTI, 30CepeKyIounch Ha 3a0e311e4eHHi iA3BITHOCTI Ol
Ta KPUMiHAJbHOI IOCTHIIII.
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Pepopmu cexmopy 6esnexu Yxpainu: 3000ymxu, ypoku ma nianu na nepenexmusy

IIL. IIOJIITUYHI PEKOMEH/TAITIT

ITix yac 06roBOpeHHs rOJIOBHUX TPOOJIEMHIX TMTAHb I BUKJIWKIB Z0OBI/adi Ta yYaCHUKK
Konepentiii 3arnpornonyBanu psi MOTITUIHUX peKoMeHaariil. HaBemeni Hmskue pexo-
MeH/Iallii BI/IMOBIIAI0Th TEMATUYHIN CTPYKTYPI MOTIEPEIHHOTO POIJILTY.

Pedopmu cekTopy 000pOHH — CTaH, TOCATHEHHS, BUKJIUKH

» CekTop 060pPOHU B CYy4aCHOMY CTaHi 00’€KTUBHO HE CIIPOMOKHUI pearyBaTH Ha BCi
dopmu “ribpuaHUx” BUKIMKIB MaiOyTHHOro. YKpaiHi cJiji posmnovyatu pobOTy Hajl
HiIFOTOBKOIO KOHIIEMIIii opraHisaiiii ceKTopy Oe3rekn Ha JOBrOCTPOKOBY MePCIIEK-
TUBY, OiJIbIII aKTWBHO 3aPOBA/KyBaTH HOBI IiXO/M, 30KPEMa, CTBOPEHHSI Mepe-
JKEBUX CIIPOMOKHOCTEN.

» [l migTpuMaHHS MOPAJIBHOTO KJIMaTy y BiMCbKOBUX KOJEKTUBAX, IiJ[BUIIEHHS
PiBHS MOTMBAIlil BiiiCbKOBOC/IY:KOOBIIIB CJIijil 3a0€3MeYnT BUKOHAHHSI COI[iaJbHUX
rapanTiil, HacaMmIepes, CTOCOBHO 3a0e3MedeHHs] KUTJIOM Ta COIAJIbHOTO 3aXUCTY
cimeit.

» Cuin meBinknaano npuithnsatu 3akon “IIpo namionambay 6Gesmeky”. IIpaBoBa 6asza
3 YITKUM PO3MOALIOM pojiell Ta 00OB’SI3KiB y ceKTOpi Oe3MeKu MT03BOJUTH IIil-
BUIIUTH e(heKTUBHICTH 0O0POHHOTO TJIAHYBAHHSI.

» Ilportec 0OOPOHHUX 3aKyIiBeJab HEe MOBUHEH OYTH HAaAMIPHO 3aCEKPEYEHUM.
Y CIHIA 3acekpeuero Jwmiie OJu3bKo 25% BiAmoBigHoi iHbopmarii. Ykpaini
Tpeba IIeperyissHyTH IpaBUJa CEeKPeTHOCTI O0OOPOHHUMX OIOIKeTiB, KOHTAKTIB i
HPOIECy 3aKyIliBesb, 3a0€3MeUnBIIN PO3yMHUIT OasaHc MiX iHTepecaMu HaIlio-
HaJIbHOI Oe3leKkn Ta BUMOTaMu TpaHcrapeHTHocti. Ili mpuHimnu nepexbadeHo y
Crpareriunomy o6oponnomy Oiosereri (OmeparuBHa Liab 2.5), gKi e HAJEKUTH
peastizyBaTu.

» Ilportecu  0OOPOHHMX  3aKyIMiBeJb MOBUHHI ~MaKCUMAJIBHO  3IiHCHIOBATHCS
6e31mocepesiHbO Y BUPOOHUKIB, 6€3 y4acTi ocepeTHIKIB.

Cay:k6a 6e3neku YKpainu — ctan peopM, JOCATHEHHS, BUKJIMKH

» Cutiji HeBiIKJIAHO YXBAJUTH KOHIEMNIio pedopmyBanusg CBY, mo pactb MOXJIN-
BICTh OCTATOYHOTO Y3TOJKeHHsI TpoekTy llmany aifi i mouatky #Horo iMImjemeH-
tarii. CrpaBxHili mporpec y 3ailicHeHHI pedOpM MOXKJIUBUI Jinllle ITCJs CXBa-
JIEHHST CTPaTeTiYHUX JOKYMEHTIB.

» Ykpaini ciiji BU3HauUTHCS 3 TaHamu Jemigitapusaiii CBY micig 3aBepiieHHs
kouuikry Ha Cxomi. BogHouac, ciig 3asHaunT, mo Aeski Kpainu €sporu 36epi-
raloTh BIifICBKOBI 3BaHHsS y CBOIX pO3BifyBaJbHUX CJIy:xk0ax, 1O iae y pospis i3
cTaHzapTaMu HaibiabII mepegoBux kpain €C.

» [lnga marngmy 3a 3pificHeHHIM pedopM Ha OCHOBI 3rajaHoro Buie llmany mii
BBAXKAETHCS JIOMITBHUM CTBOPEHHS MOHITOPWUHTOBOI TPYIH y CKJI/Ii YKPATHChKUX i
MIKHAPOJHUX €KCIIePTiB.

» Culifi KPUTHUYHO TIEPErJITHYTH JIOIJIbHICTH HAOOPY BUIYCKHUKIB CEPEIHIX IIKiJI
st HapuanHst B Akazemii CBY. Byno 6 edekruBHinie HabupaTu BUITYCKHHKIB
YHIBEPCUTETIB Pi3HUX CIIEIIAJIbHOCTEH 1 TTOTIM /laBaTH iM CIIeIiaJibHYy Mi/IF0TOBKY.
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

Harxasi 3a ceKTOpoM 6e3MeKd — JOCSATHEHHS Ta BUKJIHKH
Bepxosnua Paoa Ykpainu

» ToTpebyIoTh MOKpalieHHs MapJaMeHTChKa JUCIIUILUIIHA Ta MPOIELYyPH, 0COOJUBO
MPUCYTHICTh HAPOJHUX JlelyTaTiB Ha cecigX. IIpaBuma ta mporeaypu CTBOPEHHS
HapJaMeHTChKIX KOMITETiB MaioTh 3abe3euyBaTi YHUKHEHHS KOH(JIIKTY iHTepeciB.
SAKmio permyrat Mae KOMeEPIIHHUN iHTepec y MeBHiN cdepi, HOMY He CJIijI J03BOJSTH
OyTH Y4JIEHOM KOMITETY, 10 PO3P00JIsSi€ 3aKOHOAABCTRO JIJIsI ITiET chepu.

Opeanizauyii 2pomadsincvKozo cycniibemea

> Tlporec 1060py YiIeHIB IPOMAJCHKUX paj, OCOOJMBO A0 TPOMAACHKUX pPajl Mpu
criericy;k0ax, MOBUHEH peasi3yBaTHCsI TPO30PO, ajle Ha KOHKYPEHTHUX 3acajiaX.
Hesix'eMHUM KpUTEpieM 4jIeHCTBAa y TPOMAJACHKUX pajaX HOBUHEH OYTH BiIIOBij-
Huil (axoBuii piBeHb y cdepi AiSTBHOCTI MiAKOHTPOIHHOTO AEPKABHOTO OpPTaHy
(060poHa, KOHTPPO3BI/IKa, PO3BiKA TOIIO).

Misknapo/Ha gonomora peopMyBaHHIO CEKTOPY Oe3meKu B YKpaiHi —
JIOCATHEHHS Ta BUKJIUKU

» Ykpaina mocraBuiia mepesi cobo am6GiTHY mety — gocsartu crangaptis HATO mo
2020p. locsarHeHHS 11i€i MeTH € MOXKJWBUM JIUIIE 32 YMOBH YCINIIHOI peasizariii
3aJIeKJIapOBaHUX PehopM.

» HeoOxinHo mOCTIiHO BpaxoByBaTH OMOJKETHI Ta iHIN OOMEKEHHST MisKHAPOIHIX
oprauizaiiiii Ta moHopiB. [lyist 3abGe3redeHHs] yCIiXy Ta HE3BOPOTHOCTI pedopm
KPUTUIHO BAKJUBUMU € ONTUMI3allisd MiXKHAPOAHOI /OMOMOTH, MiIBUNIEHHS BifI-
MOBIJITAJIBHOCTI 1, HAWTOJIOBHIlIE, e(eKTUBHA CIIIBIpaId OHOPIB Ta YKPaiHCHKOI
BJIQJIN.
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Ukraine’s Security Sector Reform: Accomplishments and Plans

MONITORING UKRAINE'’S SECURITY
GOVERNANCE CHALLENGES

Conference 9: “Ukraine’s Security Sector Reform:
Accomplishments and Plans”

10-11 October 2017, Kyiv, Ukraine

Key Issues and Policy Recommendations'

I. CONTEXT

In challenging circumstances, Ukraine has made significant achievements in streng-
thening its national defence capabilities and developing its national security system,
albeit with major caveats still remaining over the oversight framework for the defence
and security sector. This has been possible due to the joint efforts of the Ukrainian
government and society, and the unprecedented level of external support provided
by Western entities: individual states, governmental and non-governmental organi-
sations alike.

At the same time, security sector reform (SSR) in Ukraine is taking place in the context
of wider economic reform, decentralization, and anti-corruption measures — areas that
directly affect the security of individuals, society and state.

The ninth conference, to which these recommendations owe their existence, was
the last among a series of events held in the framework of the Project “Monitoring
Ukraine’s Security Governance Challenges”. The project’s goals were to develop multi-
dimensional opportunities to support reform efforts and assist in the development of
democratic governance in the Ukrainian security sector.

The final event aimed not only to summarise the results of the project, but also to assess
Ukraine’s SSR achievements, and also to examine how such achievements align with
the strategic objectives of the project; namely, to identify the most problematic reform
areas and suggest practical solutions to them.

[HHIO Y CEKTOPI BEMEKM YKPAIH
uritysector.com
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General assessments, conclusions and proposals are those of the participants and contributors. Some of the statements
and recommendations are contradictory not only with the official documents, but even to each other. However the authors of the
publications consider it worth to present them as a demonstration of a nature of discussions, the presence of the polarity of expert
opinions and approaches, which do not correspond with the generally accepted ones today, but may find their way into policy documents in
the future
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The ninth conference brought together representatives of ministries, security sector
agencies, civil society, academia and media. Key issues discussed and policy recommenda-
tions proposed during sessions and working groups are presented below. The project
was implemented with the financial support of the Ministry of Foreign Affairs of the
Kingdom of the Netherlands.

The issues discussed at the conference are thematically categorised in the following
section, reflecting a summarised version of the key points and policy recommendations
raised by different participants and /or speakers at the event.

The assessments, conclusions and recommendations included in this report are those
of the participants and contributors to the conferences; and as such, do not necessarily
reflect the position of DCAF, the Razumkov Centre or the Ministry of Foreign Affairs
of the Kingdom of the Netherlands.

II. KEY ISSUES

Defence Sector Reforms — Status, Achievements, and Challenges

» The scale of defence reform in Ukraine is unprecedented. The Strategic Defence
Reform paper lays out five primary goals, twenty-eight subgoals and 379 correspon-
ding activities.

» In the framework of ongoing reforms, thirty per cent of the structure of the
General Staff has undergone changes. Currently, priority issues include improving
territorial defence capabilities, rebuilding and expanding the Navy, investing in
military reserves and personnel development, as well as increasing the morale of
servicemen.

» Army professionalisation continues to be high on the agenda. As of publication,
in 2017, 30 000 servicemen have been contracted.

» One of the major achievements of defence reforms is the move from one to three-
year defence planning, a significant step for ensuring the effective use of resources.
In this context, the Military has adopted a ‘capability-based planning’ approach,
which assesses capabilities in nine different categories: force support, prepara-
tion, projection, engagement, sustainability, command and control, protection,
information, and corporate management.

» The Military has significantly invested in defence planning through developing
guidelines and training officers. Defence management related topics will be further
incorporated into the curriculum of the Academy. In addition, selected officers
are sent abroad (mainly to the US and the UK), for short courses on defence
planning.

> As part of the ongoing defence reforms, the Military is developing Network Centric
Capabilities (NCC). NCC essentially concerns the provision of means to ensure
that all battlefield units are accessible to data transmission and develop shared
situational awareness. NCC envisages the delegation of competencies and the
coordination of the use of force via a variety of means. In this regard, the Military
has adopted, and continues to adopt, a number of technologies, including
autonomous aviation, which provides real-time information gathered from
aerial drones, as well as communication and signal devices for servicemen.

F



Ukraine’s Security Sector Reform: Accomplishments and Plans

» NCC approach is also essential for countering hybrid terrorism and aggression,
the former of which has no territorial boundaries. In the following decades, one
can expect the emergence of state-sponsored environmental terrorism, for instance
through the contamination of rivers, the destruction of dams and so forth.

Security Service of Ukraine (SSU) — Status of Reforms, Achievements,
and Challenges

» In December 2015, the International Advisory Group (IAG) was established to
assist the Security Service of Ukraine with drafting a reform concept. The reform
concept was finalised and submitted to the President in August 2016, while its
corresponding Action Plan has been under draft since 2016. However, without
adoption of the reform concept, implementation of the Action Plan will remain
highly problematic. Due to the delays with the adoption of strategic documents,
deadlines for implementing reforms will most likely be postponed to 2023.

» Key issues with respect to SSU reform are summarised below:

e Currently, the SSU has broad pre-trial investigative powers. Under the ongoing
reforms, the investigative functions of the SSU will be considerably curtailed.

e The SSU will continue combatting transnational organised crime and corrup-
tion which directly threaten national security. All remaining crime-fighting
functions will be transferred to other security sector agencies. However, the
transfer of law enforcement powers will take place only after the other law
enforcement agencies are fully operational (in particular, the State Bureau for
Investigations and National Anti-Corruption Bureau of Ukraine (NABU)).

* The reform concept also foresees that the appointment of the SSU’s chief will
not take place during presidential elections, so as the SSU may operate without
fear of dismissal after presidential elections.

e Currently, the SSU is heavily engaged in warfighting, or related commitments,
in the East of Ukraine. Therefore, demilitarisation of the SSU is not considered
feasible in the short-term.

* The draft law on the National Security of Ukraine foresees the establishment of
an independent mechanism to oversee the security sector. Such a mechanism,
if effectively functioning, would significantly contribute to democratic and
civilian oversight of the security sector. The mandate and functions of the
mechanism are envisaged to be regulated by separate secondary legislation.

» A major achievement of SSU reform is the creation of the first-ever publicly
accessible report, developed by the SSU; a significant step towards transparency,
and one which will likely positively contribute to developing public trust in the
organisations.

The most notable challenges to SSU reform include the ongoing military aggression in
the East, and the weaknesses of other law enforcement institutions.
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Cyber Security — Recent Developments and Future Priorities

» Ukraine has encountered various forms of hybrid aggression committed by the
Russian Federation, including attempts to interfere with the presidential election,
as well as the infrastructure of power plants.

> In response to large-scale attacks on its critical infrastructure in recent years, in
2016 Ukraine adopted a National Cyber-Security Strategy. A key step in the
implementation of the Strategy was the establishment of the National Cyber
Security Coordination Centre in June 2016, a working body of the National
Security and Defence Council.?

» In September 2017, a new law was adopted, which provides the legal basis for
the Cyber-Strategy and respective coordination mechanisms. The law clearly
stipulates the competences of different institutions. It also provides the grounds
for the application of protective measures for critical infrastructure and financial
institutions.

» It is envisioned that, with the amended legal framework and newly introduced
coordination mechanism, Ukrainian law enforcement and security agencies will
be better able to respond to cyber threats.

Oversight of the Security Sector — Achievements and Challenges
Parliament

» In recent years, the relationship between security sector agencies and relevant
parliamentary committees has improved somewhat despite a lack of participation
at relevant hearings. Furthermore, currently a Lt. Col. Liaison officer from the
General Staff is attached to the Deputy Speaker of the Parliament.

» Strong political statements have been made supporting the reform agenda by a
group of progressive, reform-minded MPs. However, those statements are often
not matched by concrete action. Those MPs, who remain content with the status
quo, are still in the majority.

> Parliamentary committees are not provided with sufficient information to
scrutinise the budgets of security sector agencies, rendering their oversight function
ineffective.

Civil Society Organisations

» The contribution of civil society organisations and think tanks to the reform
process in Ukraine should be acknowledged. Conferences such as those held under
the auspices of this project have enabled Ukrainian authorities to internalise
and begin implementation of the principles of democratic and civilian oversight
and control.

% For more information, see: https.//www.thegfce.com/news/news/2017/05/31/cybersecurity-in-ukraine/.
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> However, the involvement of civil society in monitoring the security sector has
been historically problematic. Oversight mechanisms are established, recom-
mendations are developed, but they are rarely taken on-board. For example, some
years ago the SSU’s Public Council submitted recommendations concerning
the demilitarisation of the service. While European partners welcomed these,
they were not taken into consideration by the then President, Yushchenko.
Nevertheless, the SSU’s public council achieved limited progress on overseeing
professional training institutes (the Academy), as well as advocating for social
support to servicemen and their families.

» In 2017, representatives of civil society organisations took part in a commission
to select the chief of the National Anti-Corruption Bureau (NABU). Civil
society representatives significantly contributed to the establishment of selection
procedures, eligibility criteria, and reviewed applications. This represents good
practice of civil society involvement in overseeing the security sector.

» A further example of good practice is the establishment of the Ukrainian ‘League
of Defence’, a platform which includes representatives of private defence companies
and civil society organisations specialised in defence.

» Civil society organisations have also been active in defence sector oversight. Some
organisations have gone as far as to formulate model draft laws on increasing
transparency in defence sector budgeting and procurement. While the draft laws
have been sent to the National Security and Defence Council, the President and
the relevant Ministries, no action has so far been taken.

Media

> In the age of digital information, it is increasingly difficult to distinguish between
facts and propaganda, the latter as elaborated by the secret services of aggressor
states.

» Ukrainian civil society has developed successful initiatives such as ‘STOPFAKE’.
However, initiatives need to go beyond identifying fakery in a particular news
article, to convincing their audience that certain news sources are not trustworthy

and should be disregarded.

» In addition to countering propaganda, Ukraine began investing in strategic
communications. As part of these efforts, the Government will train civil servants
on strategic communications and cooperation with the media on carrying out
effective information campaigns.

International Assistance to Security Sector Reform in Ukraine —
Achievements and Challenges

NATO

» 2017 has been marked by high-level political dialogue between Ukraine and
NATO. The NATO Secretary General also addressed the NATO Parliamentary
Assembly in Bucharest.
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» NATO assistance to security sector reform continues at various levels:

* Practical cooperation is enhanced through the implementation of trust funds.
The trust fund on cyber-security has enabled the procurement of equipment to
enhance cyber-defence systems. In addition, trust funds have been mobilised
to deliver medical equipment, facilities and psychological rehabilitation for
wounded soldiers. The latter, if not effectively addressed, may have grave future
consequences.

* The joint working group on defence and economy has been reinstalled. One
major achievement of this working group is the codification of the Ukrainian
defence industry into the NATO procurement system.

e Comments provided by NATO advisers have been taken into consideration by
Ukrainian lawmakers when drafting legislation.

EUAM

» EUAM has moved from strategic consultation, to the implementation of practical
measures.

» The adoption of strategic documents on law enforcement reform has been an
important achievement. However, the biggest challenge with regards to their
implementation is the lack of understanding between the strategic and operational
levels within Ukrainian law enforcement agencies. The senior management of
the National Police understands the strategic goals and needs regarding reforms.
However, in order for these to succeed, their goals and priorities should be
effectively communicated to mid-level managers. For this reason, EUAM expanded
its activities to sub-regions, and continues to provide leadership training to all
management levels with the intention of creating a network of future leaders
committed to reforms.

» EUAM continues to work with the National Police and the Border Services to
develop respective institutional reform concepts. Although some resistance has
been met during the process, overall it is a positive step that such conversations
are happening.

» EUAM has and continues to heavily invest in a comprehensive rule of law project,
with a focus on ensuring the accountability of police and criminal justice officers.

III. POLICY RECOMMENDATIONS

In view of the key issues and challenges identified, the panellists and participants
proposed a number of policy recommendations during the conference. The recommen-
dations listed below mirror the thematic categorisation of the previous section.
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Defence Sector Reforms — Status, Achievements, Challenges

» In their current condition, army units will not be able to respond to all forms of
hybrid challenges in the future. Ukraine should consider its defence sector
organisation in the next 50 years, and fully adopt new approaches, such as
Network-Centric Capabilities (NCC).

» In order to maintain the morale of servicemen, sufficient social benefits should
be provided, including housing and accommodation as well as favourable conditions
for their families.

» The draft law on National Security should be adopted. A legal basis with a clear
distribution of roles and responsibilities in the security sector would allow for more
effective defence planning.

» Defence procurement processes should not be fully classified. In the US, only
around 25% of procurement-related information is classified. Ukraine needs to
revise the rules for the classification of defence budgets, contracts and procurement
processes.

» Defence procurement should be done directly from producers, without the involve-
ment of intermediaries. This principle is foreseen in the Strategic Defence Bulletin
(article 2.5.1.), which is however yet to be implemented.

Security Service of Ukraine — Status of Reforms, Achievements, Challenges

» The reform concept for the SSU should be adopted, so that the draft Action Plan
can be finalised. Real progress with the implementation of reforms is only possible
after the adoption of strategic documents.

> Once the situation in the East is stabilised, Ukraine should consider the demili-
tarisation of the SSU, so as to bring the agency in line with European standards.
Although a small number of countries in Europe continue to have mixed ranks
(civilian and military) in their intelligence agencies; Ukraine should strive to
achieve the highest standards, reflecting those of the most progressive EU countries.

» The establishment of a monitoring group composed of Ukrainian and international
experts would be useful for overseeing the implementation of reforms based on
the aforementioned Action Plan.

» Currently, the SSU recruits high school graduates, and provides general
education in its Academy. However, it would be more effective if the SSU recruits
university graduates from various specialisations, and then provides specialised
training.
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Oversight of the Security Sector — Achievements and Challenges
Parliament

» Parliamentary discipline and procedures require improvement, especially in regard
to the attendance of MPs to parliamentary sessions. The rules and procedures
regarding the set-up of parliamentary committees should ensure that conflicts of
interests are avoided. If an MP has a business interest in a certain area, he or she
should not be permitted to sit in a committee legislating on that area.

Civil society organisations

» There should be strong competition for public council membership, especially
the public council of the SSU. Council members should be composed of people who
have a good understanding of how intelligence governance works, and who are
experienced in the field. Other ministries have, to a certain extent, adopted
competitive selection approaches to their public councils.

International Assistance to the Security Sector Reform in Ukraine —
Achievements and Challenges

» Ukraine has set an ambitious goal with respect to adopting NATO standards by
2020. In order to achieve this goal, reforms need to go further.

> International organisations and donors also have budget constraints. Donors
and Ukrainian authorities should work to streamline international assistance,
improve local ownership and devise plans to ensure the sustainability of reforms.




