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Y 1upoMy BuiaHHi omyOJiKOBaHi OCHOBHI BMCHOBKM Ta TIOJITHYHI PEKOMEH[AIl 3a pesyJbraTaMu
YerpepTol MizkHAPOAHOI KoHbepeHIil “ YpsayBatHs y ceKTopi 6esiexu i oboponu: posib 3MI”.

Y kpainmax ycrajeHuWX AeMOKpariil BijbHI Ta He3asnexkHi 3MI BifirpaoTe BakJMBY poJb y CHUCTEMI
LUBIJIBHOTO JEMOKPATUYHOTO KOHTPOJIO 32 CEKTOpoM OeslekH, 3abe3nedyioTh KaHal 3B'S3Ky MiXK Bja-
JIOF0 Ta CYCIJIBCTBOM, € BaKJIUBUM 1HCTPYMEHTOM JIJIsT 3a0€3MeUeHHs i 3aXUCTy TIPaB i CBOOOJ JIIOINHH,
a TAKOXK CIIPUSIOTH e(eKTUBHOMY (DYHKI[IOHYBAHHIO CTPYKTYP CEKTOPY Oe31eKu i 0G0POHHL.

Il KougepeHiiss Oyia yHIKaJIbHOW0, MOPIBHIHO 3 IHIIMME 3aXOJaMU, OCKIJIBKH JKypHajicTaM OyJa
BiZiBeZleHa POJIb He PEopTepiB, a TOJOBHUX YYACHUKIB AuCKycii. BaratoBumipHwuii, 6araTopiBHEBHii
Jiajor TOpKaBcd HALiOHAJBHMX 1 MIKHAPOAHUX acIleKTiB Ge3leKd B YaCTUHi, 10 CTOCYETbCs iHMOP-
MaIiifHO1 BiffHY 3 aKIIEHTOM Ha “yKPaiHChbKNI~ KOH(JIIKT.

¥YBasi yuTaviB MPOINOHYIOTHCS B y3araJbHEHOMY BUIJISIL i/lel Ta OCHOBHI Te3W [UCKYCIii, M0 MOXYTb
OyTH KOPUCHUMU JIJISI PO3BUTKY e(eKTUBHUX B3a€MUH MIiK IHCTUTYTaMHU CEKTOPY O€3IEeKH Ta 3acobaMu
MacoBoi indopmaitii B Ykpaini.

OUiHKKM, BUCHOBKH 1 IIPOMO3MILii, BUCJIOBJIEH] yYacHUKaMU KOHQepeHIii, He 060B’I3K0BO 30iraroTbcs 3
odinifiaMu mosuisMu JKeHeBChbKOro IeHTPY AEMOKPATHMYHOIO KOHTPOJIO Haj 30POMHMMHU CHIaMK
(DCAF), llentpy Pasymrosa ta ¥Ypsay KoponiserBa Hinepnanmis.

IIy6mikamia szpificneHa B paMKaX NPOeKTy “MOHITOPUHT BUKJIMKIB YDPSOYBAHHIO B CEKTOPI OGe3IeKu
Ykpainu”, mo peamidyerbcs DCAF cnimpro 3 Ilentpom PasymkoBa Ta 3a (hiHaHCOBOI TiATPUMKU
KopoumaiserBa Hinepranmis.

© DCAF, 2017
© Ientp Pazymxkona, 2017
© BugaBuunrso “3amosir”, 2017



Ypaoyeanns y cexkmopi 6esnexu i o6oponu: pois 3MI

“YPAAYBAHHA Y CERKTOPI BE3IIEKHU I ObOPOHMN:
POJIb 3MI”

YerBepta KoHbepeHitis, 5-6 :kostHs 2016p., Kuis

OCHOBHI BUCHOBKH Ta IOJITHYHI peKoMeHaaIlii'

I. KOHTERCT

3asagku crinpani DCAF (JKeHeBCbKUI EHTP JEMOKPATUYHOTO KOHTPOJIIO HaJ 36poii-
anmu cumamn) i [lentpy Pasymkosa, 3a ¢dinancoBoi miaTpumikn MiHicTepcTBa 3aKop-
nouHux crnpaB Hizepsanais, y KueBi mpoiinim aBojeHHI TPOAYKTUBHI JAMCKYCii y
dbopmarti Kpyrmx cTosiB i pobounx rpym. Y 1eHTpi aebariB Oynu BigHocuHu Mik 3MI
Ta CEKTOPOM Ge3leKku. YBas3i 4uTaduiB MPOIMOHYIOTHCS B y3araJbHEHOMY BUIJISAL imel
Ta OCHOBHI Te3W [IUCKYCiil, O MOXYTb OyTH KOPUCHUMH JIJIsI PO3BUTKY e(hEKTUBHUX
B3aEMUH MiK iHCTHTyTaMu CEKTOPY Ge3reKku Ta 3acobamu MacoBoi iHdopMmariii B YkpaiHi.

Iz Kondepeniiist Oy/a yHiKaJIbHOW0, MOPIBHSHO 3 iHIMUME 3aX0JaMU, B TOMY CEHCI, 110
JKYPHAJIICTIB 3allPOCUJIM Ha HEl SK TOJIOBHMX Y4YacHUKIB. BaraTtoBumipnuii, 6araropis-
HEeBUIl Jialor TOPKaBCs HALIOHAIBHMX 1 MIKHAPOIHMX aCIeKTiB Oe3lIeKM B YacTUHi, 110
crocyeTbest iH(MOPMaIliiftHOT BiliHM 3 akIeHTOM Ha “ykpaiHcbkuit” koHdurikT. Ha 1iit 3yc-
Tpivi Gy PO3IJISHYTI KiJibKa BaKJIMBUX TEM, 30KpeMa, CBOOOIM MIPECH Ta POJIi COIialb-
HUX MEPEK.

B ycramenux pgemoxpaTuuHuMX KpaiHax BiJibHI Ta He3asneskHi 3MI BifirparoTh BaskJnBy
pOJIb Y HArJIsAMl 3a CEKTOPOM Oe3leku Ta 3a0e3nedyioTh KaHasl 3B’SI3Ky MiK OpraHaMu
BJIQU Ta CYCIJIBCTBOM. 3B’SI30K MiXK IHCTUTyTaMU CEKTOPY Oe3leKu Ta TpeCTaBHU-
kamut 3MI € BaxkimBIM (DyHIAMEHTOM /IS 3a0€3MeUeHHsT it 3aXUCTY MPaB i ¢CBOOOL JIIOIUHU.

' OCHOBHI BMCHOBKM Ta MOMITUYHI pekoMeHJauii nigroToBNeHi 3a pesynbTatamu BUCTYMIB | AWCKYCI y4acHWKiB. [eski 3 Hux €
Cynepe4sIMBMMI He JNLe CTOCOBHO MONOXEHb OILiAHUX JOKYMEHTIB, ane W MK co60t. BogHoyac, asTopu ny6nikalii BBaXarTb 3a
HeoOXifHe MakCUManbHO NPEeLCTaBUTM iX Y LbOMY BUAAHHI 3 METOK 06’€KTUBHOI iNKOCTPALi XapakTepy AMCKYCIA, HAABHOCTI B eKcnepT-
HOMY AMCKYPCi iHOAI NOMAPHUX NPONO3MLIA, SKi MOXYTb He BiANOBIAATK 3arasbHONPUAHATHAM NiAX04aM CbOTOAHI, ane MawTb LUAHCH,
3a NEBHNX YMOB, 3HANTN CBOE BifOOPKEHHA B OILIFHIA NONITULI B Ma#BYTHHOMY.
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

BaskmBUM KpPOKOM y HampsiMi TBHIEHHsS mpo3opocti pobotn 3MI B kpaiui cramo
npuiiATTs 3akony “IIpo BHeceHHsI 3MiH /10 [esIKUX 3aKOHIB YKpaiHu 100 3abesrie-
YeHHs IIPO30POCTI BJACHOCTI 3acobiB MacoBoi iHgopmalii Ta peasisalii IIPUHIUIIB
JlepsKaBHOI TOJITUKKM Y cdepi TenebadeHHs 1 pagioMOBieHHS”, sAKWii HaOyB YMHHOCTI
1 xoBTHS 2015p.

3MiHN 3000B’13yI0Th MOBHMKIB 1 IIPOBaiiJiepiB PO3KPUBATU JOKJIAAHY iHMOPMAIO TIPO
iX CTPYKTYpYy BJIACHOCTI Ta KiHI[€BUX BJIACHUKIB. 3aKOH TaKOX 3a00pPOHSIE KOMIAHIsAM i
MPUBATHUM 0COOAM, 3aPEECTPOBAHUM B OGIIOPHUX €KOHOMIYHUX 30HAX, CTBOPIOBATU i
BOJIOJIITH TeJIePaJiOMOBHUMU KOMIIAHISIMU Ta IIPOBaiijiepamMu IPOrpaMHUX MMOCIYT.

Ockinbpkn MinieHHIO iHGOPMAIlITHOT BiilHU € /10Bipa, TO TATap BiATOBIAJbHOCTI JISITAE
Ha KOMYHIKaTOPIiB, y T.4. — Ha MpodeciiiHuX KypHaIicTiB 3ac00iB MacoBoi iH(opMaliii Ta
Ha Mece[ ki, 10 HaJAXOAATh BiJl TUX, XTO Ma€ 3axXWIaTh Hal[loHAJIbHY Gesrexy. Y Takiit
curyartii goBipy mMisk 3MI, cTpykTypamMu 6e3meKu Ta rpOMaJIChKICTIO MOKHA TOOY/IyBaTH
Ha OCHOBI He3aJIEXKHOI Ta MOiH(GOPMOBAHOI PEMTOPTEPCHKOI /TiSIIbHOCTI.

Heo0OxifHo po3BWBaTH Ta BCIJASIKO TLIEKATH OBIPY MK MPEACTABHUKAM JE€P/KaBU Ta
npodeciiiumMu skypHagictamMmu. [[Jist 1bOro HeoOXiAHO 3’siICyBaTH Ta 3PO3YMITH iX IPO-
deciitai dynkiii. Pemoprask Ha ocHOBI (haKTiB € OCHOBHUM iHCTPYMEHTOM Ta 000B’SI3KOM
poeciiiHOTO JKypHaJiCTa.

JKypHasicT CTUKAIOThCS 3 YUCJIEHHUMH MEPenkoaMi Ta BUKJIUKaMU, iHGOPMYIOYN
PO ceKTop Oe3MeKu Ta BUKOHYIOUM CBOIO HarmsioBy ¢yHKIioo. Opranu Biaagm Hama-
raloThest 0OMeKyBaTH JOCTyI 0 iHdopmarii, a y 3MI BUHMKAE CIOKyca CJIMO IUTY-
BaTH OMiliiiHi ypsAMOBI 3asBKM PO HMOBIPHI 3arpo3u Ta iHIII IUTaHHSA Gesnekn 6e3 ix
KPUTUYHOTO aHasi3y. bpak 3HaHb 3 muTaHb OE3MMEeKW MOKe 3allKOAWUTH 37aTHocTi 3MI
misiTi B sikocTi watchdog (“croposkoBoro rca”). Kpim Toro, /Jisi BUKOHAHHS Ji€BOI poJIi
HATJISILY 32 CEKTOPOM Oe3IeKH, »KyPHAIICTH MOBUHHI AMCTaHIIIOBATHCS Bif ypsiay it Oyt
3aXUIIEHUMH Bifl 3aJITKYBaHb i TTOTPO3.

II. OCHOBHI BUCHOBKH

Ha nymky ywacHuKiB, psj TeHeHIliN 3arpoxkye 3maTHocTi 3MI BukoHyBaTu Harjs-
noBi (yHKIii 3a cektopom Gesnekn. Cepes HUX:

» oOMeskeHHsT iH(OpMAITil /st T]POMa/IChKOCTI, 10 CYTTEBO BILINBAE Ha poboty 3MI;

> 3pocTaHHs TeHAeHIii 10 “IiKaBux” HOBUH CEPIIO3HO 0OMEKYE MOKIUBICTH iHMOP-
MYBaHHS TIPO CKJIaJIHI IIUTAHHSI, TIOB’sI3aHi 3 6e31eK0I0;

» MoHoromi3ailis Bosoninasa 3MI migpuBae HezanexHy 1 KpUTUIHY JKYPHATICTHKY.

Teprst y HuHimHiX BigHocuHax mik 3MI ta opranmamu Gesnekn B YKpaiHi € HeMu-
HyYUME 4epe3 pisHi iHCTUTYIiHI Kyabrypu Ta 1ii. [Ipu msomy, 3MI ta cexrop 6Ges-
MEeKN B3a€MO3JIEKHI Ta 3MYIIEHi CIHiBIpamioBaTy, mob iHGOpMyBaTH TPOMAICHKICTD i
BILUIMBATH Ha MOJITUKY Oe31eKn Ypsimy.

Caparini M. Media and the security sector: oversight and accountability — Reserch Gate, 2014, www.researchgate.net/
publication/265183857_media_and_the_security_sector_oversight_and_accountability.
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Ypaoyeanns y cexkmopi 6esnexu i o6oponu: pois 3MI

BiiicbkoBuM moTpi6Hi 3MI, 1106 iH(MOpPMYBaTH TPOMAJACHKICTH PO CBOK POJIb i MaTh
cycnizbHy miarpumky. Hesamexxni penopraski HeoOXimHi a1s 3abe3nedyeHHS KOHT-
POJIIO 3a JIIAJBHICTIO BilicbKOBUX, asie 3MI mysxe 3aneskaTh Biji BilIChKOBUX Y IIJIaHI OTPU-
manHs iHdopmarii. Ilix yac 36poiiHoro kouduikry 3MI BigirpaloTh BU3HAYHY POJIb B
iHhopMyBaHHI TPOMaZCHKOCTI TPO BIWCHKOBI Iii, aje CTUKAIOTHCS 3 OOMEKEHHSIMU 3
60Ky Ypsimy Tta 36poitHux Cui. I[IpukoMaHIupyBaHHS JKYPHAIICTIB 10 IAPO3IiTIB
Morjio 6 mokparuTu crisnpaiio 3MI 3 BilichKOBUMHU, ajie MOKe 3aBaZUTH 00’ €KTUBHOCTI.

bpak mpakTmyHUX 3HAaHb 3aKOHIB i1 3akoHojaBcTBa Tpo 3MI Tek Moke HeraTUBHO
BILUTMBATH Ha poOoTy sKypHauicTis. JKypHajicTi yacTo He MaroTh CHCTEMHUX 3HAHb 3i
crieriuHrx GE3MEKOBUX MHUTaHb, PO AKi BOHU TOBOPSATH, BUCBITJIOIOYU Ti YW iHII
noziii. KpiMm TOoro, BOHM 4acTO HE YyCBiIOMJIOIOTh MOKJINBOTO BIJIMBY COTIATbHUX MEPEK
Ha CEKTOP GEe3MeK.

VipoBajsKeHHs IPUHITUIIB HEYIEPEIKEHOCT, 06’€KTUBHOCTI Ta MpodecioHamisMy caMo
1o cobi He rapaHTy€ JOCTYIy IpoMajchbkocTi 10 iHdopmaiii. Tak, cTpykTypu Oesrexu
JacTo JysKe Heoxode MinAThcs iH(opmartiieio. JKypHaTicTH, CBOEIO 4EPToIo, He 3aBXKIN
no6pe yCBIIOMITIOIOTh BUKJIMKH, 3 SIKMMU CTHKAIOThCs cuim Oesnexku. Came TOMy, HEOO-
XiJIHO cTBOpIoBaTH (hopMasibHi KaHaiu 3B’s13Ky Mizk 3MI ta opranamu 6esnexu’.

Jlis 1iboro norpioHi HACTYITHI KPOKU:

> jemapraMeHT npecu Ta iHgopMalii (pec-ciy:KOu) IIOBUHHI CTaTh IIEHTPaMU
3B’s13Ky 31 3MI B ycix BiomMcTBax cekTopy Gesmnexn;

> Tpec-cekpeTapsiMu CuJl Oe31eKH IPU3HAYaTH CIeliabHO MiArOTOBIEHNX 0dilepiB;
» peryJisipHe TIPOBe/IeHHs TTpec-KOH(epeHIIii;

» CTBOPEHHS IHTePaKTUBHUX Me/ia-1atdopM Ta Beb-cailTiB as 3abe3ledeHHs 10C-
tymy 3MI no indopmariii mpo Gesrmeky;

» po3pobKka Mefia-1porpaM i iHOPMYBaHHS TPOMaISH 3 IHUTaHb pedOpPMyBaHHSI
cexTopy Oe3TeKHu, 30Kpema, PO TpaBa TPOMAASH Ta 3axoAu st OOpoThOM 3i
3JI0YNHHICTIO;

» TPOBEJIEHHST PEryJsIPHUX pobounx 3ycrpiveit mpexctaBHukiB 3MI Ta crmoBux
BIJIOMCTB JIJIs1 HAJIArO/[PKEHHSI KPaIoro B3aEMOPO3YMiHHS.

Y gkocti mepuiodyeproBux moTped y4acHUKM KOH(epeHLil BU3HAYMIM: HeOoOXiAHICTH
PO3pPOOKH /Yy IOCKOHATIEHHST HOPMAaTUBHO-TIPABOBOI 0a3u; 3aTBEPIKEHHsI CITITbHUX MPUH-
1uiiB 3abesnederst cBo6oau 3MI; y3romsKeHHs MOHATIHHOTO anapaTy Ta 00MesKeHb.

EdextuBna crpareriuna KOMyHiKaiist 3 GOKy CEKTOPY O€3MeKH TaKOXK 3aJeKHUTh Bijl
(@) Bu3HauYeHHs ii TOJOBHUX Iiyieil; (6) BMiHHS chOpMyIOBaTH AI€EBUNA MeCEK st
JIOCATHEHHS TIOCTaBJeHoi MeTH 1 (8) UiTKOTO PO3YyMiHHS, SKy iH(OpMaIiio MOXKHA i
Tpeba HasaBatu 3MI un onpuITIOIHIOBATH.

®  The Palestinian Media and Security Sector Governance. — DCAF, 2009, http.//dcaf.ch/palestinian-3MI-and-security-sector-governance.
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

Ha nymky neskux ydacHukis, 10 2014p. B mepskaBi He OYJI0 CIIPOMOKHOCTEH st CTpa-
TeriyHOl KOMYHiKallii. Ik HacaioK, 3a cJOBaMU OJHOTO 3 YYACHWKIB, KOKHE BiIOMCTBO
BUKOPUCTOBYE BJIacHy TpodeciiiHy MOBY 6e3 koopauHallii 3 inmmmu. Hacamnepen, mae
Gyt 3abe3medeHnii CHCTeMaTH30BaHMIT MIKBITOMUYHiT 0OMiH iH(bOpMAITi€0.

3axuct Bij iHGOpMaIiHUX 3arpo3 BUMAara€ 4iTKO BU3HAYEHWX TEPMiHiB, HOPM i KOJEK-
ciB noseminku. Bepudikamis (axriB i BUPOOJEHHS CIIJIBHOI TEPMIiHOJIOII JI03BOJIUTH
opranisyBati e(heKTHBHY CIHBIIPAIo, He3Ba)KalouW Ha PO30IKHOCTI MiX BigoMunMu
BUMOTaMHU CEKPETHOCTI, JKUTTEBOIO (bistocodiero, iepapxieto, cybopAnHAIl€En, perjJaMeH-
Tarfieio Ta npiopuretamu 3MI cTOCOBHO aKTyasbHOCTI, BIZIKPUTOCTI, PEUTUHTIB, YMTAITBKOT
un rsAanbKoi ayauropii. HiBemoBaHHIO Tpo6JeM, CHPUYUHEHUX BiAMIHHOCTSMEU MiK
3MI Ta cextopoMm 6e3reKkHu, Ha AYMKY YYaCHHKIB, BEJMKOIO MipOIO CIPHUSITHME iH(bOp-
MYBaHHS ePCOHATY CUJIOBUX BIJIOMCTB PO BAXJUBICTh CTPATEriuHOI KOMYHIiKallii Ta
HaBYaHHS OCHOBaM CIIBITpalli 3 3acobamu MacoBoi iHdopmMallii 3 epImx IHIB CIyKOM.

B VYkpaini cormiasbHuil KOHTPAKT 3aJUIIAETHCSI HEpeali30BaHUM: CYCIIJIBCTBO PO3Ya-
poBaHe SK MiAABHICTIO CHUJIOBUX CTPYKTYpP, BUKOHABUOi Ta 3aKOHOAABYOI BJAJW, TaK i
skictio po6orn 3MI, 1m0 Halexath osirapxaM i BHKOPHUCTOBYIOTHCSI HUMU Y BJIACHUX
CTpaTeriyHuX MiIAX. BiJHOBJIEHHS AOBIpU /10 BJAAJU MEBHOIO MipOIO 3aJeXKUTDH BiJl PO3-
BUTKY nipodeciiinux i HezamexxHux 3MI.

HamnaroskeHHst B3a€MOPO3yMiHHSI, IOBIpH Ta CIIBIpAIi Mixk cekropoM Oesreku ta 3MI
MOsKe BigOyBaTucs miBuiie Ta eheKTUBHIIIE 3a HassBHOCTI €auHOi mipodeciitHoi acorria-
1ii )KypHaJIICTIiB.

Bidocymuicmo diesux npogecitinux 06’ednanv xcypuaricmie ma Opax cnienpaui yCKiaj-
HIOE YXBaJICHHSI Ta BUKOHAHHS 3aKOHOJABCTBA, IO MIJTPUMYE Ta 3aXUINA€E TpaBa #
cBoboan 3MI, a cripobu mpuxoByBaHHs iH(bopMallii i nedocmammus nposopicms ypsido-
BUX CMPYKMYp YCKIAAHIOIOTh PO3BUTOK YiTKOI CTpaTeriyHol KOMYyHIKallil, 0COOIMBO B
cekropi Gesnexkn. Ha maymky GaraThoX ydacHUKIB, (hOPMYBAHHIO CIIPAaBKHBOTO TIpode-
ciiiHoro maprHepcTBa MixK cexkropoM Oesnexu ta 3MI gomomorna 6 crisbHa po3poOKa
MEMOPaH/yMy TIPO B3aEMOPO3YMiHHsI 00 KOAEKCY MOBEIIHKH.

Y mporieci po3poOKH OCHOB CITBIIPAIl Ta HACTAHOB, CJIi/I IPUILIATHA OiJIbIle YBark iCHYIO-
YUM HAI[IOHAJIBHUM 1 Mi>KHAPOJHUM ITPAaBOBUM HOPMaM, 30KpeMa TaKUM:

» 3araibHa aekaapaitis npas jfoauan 1948p. (cT.101 19);
> KonBeHILis IIpo 3aXUCT IPaB JIOAUHU I OCHOBONOI0KHUX ¢BoOo1 1950p. (c1.10);

» MionxeHncbka (€Bporeiichka) JeKjapailis 1paB Ta OOOB'SI3KIB KypHAJICTIB
(Mionxencbka xaptis) 1970p.;

» Coditicpka gekmapaitis mogo 3MI ta mmopasiamy ipecu 1997p.

HacranoBa MO Benukoi bpuranii 3i cmiBnparti 31 3MI (“3enena kHura”) texx Moske
CJIY>KUTH OPIEHTUPOM [1J1s1 YKPAiHU.

[Tpuuwnroo 30epeskeHHs] B YKpaiHi JUPEKTUBHOTO MiJXOAY 0 KOMYHIKaIlil € ctapa 1mocT-
pafisiHCbKa aBTOpUTapHa KyJbTypa YPsJIOBUX OpPraHiB, 10 IIPOSABIAETHCA y 3aKPUTHUX 1
HEIPO30pPUX IHCTUTYTaX.
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Ypaoyeanns y cexkmopi 6esnexu i o6oponu: pois 3MI

VpsAoBUM YMHOBHUKAM JI0Ci Opakye BMiHHs TOBOpUTH Ta KomeHTyBatu st 3MI. Bis-
3HAYAJIOCS, 10 0araTo TMOBAKHUX IEPKCIYKOOBINB OOSIThCS HAAaBaTH KOMEHTapi st
npecu 6e3 KoMmeHTapiB mpodisbHoro Minictpa. I[fo mpobieMy KoMmyHiKalliiiHol iepap-
Xii MoskHa OyJI0 6 MOM'SKIINTH, 320X0YyIOYM MPO30OPICTh 1 3B’S30K MiK YMHOBHUKAMU
Ta MVIETJTMMA OpraHi3aiiigMu ¥ npaiiBHukamMu. Pa3zoMm 3 TuM, 3Beprajacs yBara Ha Te,
IO COIMEPEsKi TIEBHOK MipOI0 TOKPAIIUIN KOMYHIKAII0 — yPS/J0BIll TTOYNHAIOTH PO3Y-
MITH, TI10 3B’130K 3 3ac06aMK MacoOBOI iH(MOPMAILiT € YaCTUHOIO X pOGOTH.

Cormepeski TakoK 3rajlyBajiucs B TEpeJiiKy iHCTpyMeHTIiB iHdopmalliitHoi BifitHu. byJio
3aIPOIOHOBAHO GJIOKYBATH CTOPIHKH, 1[0 PO3IAIIOITh HEHABUCTH i HeJOBIpy (3a ydacti
yi Ge3 y4acTi TaKUX OIlepaTopiB couMepex, sk Twitter i Facebook).

[lepskaBa TakoXK Ma€ CKJIAQJHOII B 3aXUCTI CBOTO MEIaliPOCTOPY B KOHTEKCTI TOCTYITY /10
MepesK, BUPIIIEHH] TEXHIYHUX TMHUTaHb PajaiodactoT i OyaiBHUIITBA pagioBex. [Joctym 10
4acTOT OOMEXKYIOTh SIK TEXHIYHI TpoOseMu, Tak i Opokpatis. 3abe3rmevdeHHsT il TOCTYIT
710 iH(opMAaTlil 719 TPOMAJISTH Y 30HI KOH(MIIKTY Ta y TPU(POHTOBUX PalloHAX 3aJIMIIa-
I0ThCsT 0OMesKeHNMHU. 3HAYHA YaCcTWHA BiAMOBIZAIBHOCTI 3a 1€ JiexkaTh Ha Harfonamn-
Hill pazi 3 muTaHb TesebaYeHHsS 1 pajiOMOBJIEHHS. 30KpeMa, HAaBOAW/IN IIPUKJIAJ CTpa-
TeriYHO BakJIMBOro Micta Mapiynonab, B gKOMYy He BUJIUIWIU PaiodacToTy JJis
DOM-pazio Minoboponu (3 Hesposymiaux npuunn). e 10 mict 3Beprajmcs st opra-
Hi3allii MOBJIEHHS apMiHCBKOTO Pajiio, aje iM (HopMasibHO BIIMOBUJIM Yepe3 BiJICYTHICTh
BIJIbHUX YaCTOT.

[TutanHs 1EH3ypU Ta CaMOIEH3yPU OOTOBOPIOBAJIN Y 3B’S13KY 3 KOH(JIIKTHUME CHUTYya-
IisIMH, 1[0 BUHUKAIOTh MK cekTopoM Gesrneku ta 3MI, 0ocob6gnBO mij yac BUCBITJIEHHS
GOMOBMX /il Ta BIIOMYMX TPOOJIEM. YUaCHUKH OTOAMIUCE 13 MOTPeGOIo MOIIyKy OalaHcy.
¥ Toii yac, Sk npodecioHamiaM MOKHA MABUIIUTY 3aBASKA HABUYAHHIO, 3MIITHEHHS CITiB-
npaii ta 3B’s3KiB Mixk npeacraBuukamMu 3MI ta cayxbamu 6esneku (PO MO HAETHCS
HIDKYE), PU3UK CaMOIEH3YPU CIIPUHMAETHCS SIK TOCTIHHA Ta cepiio3Ha 1pobiieMa, 0cob-
JIMBO 3 OTJISILY Ha BJaAHI “pekomenarii’ Ta BOuBCTBO sKypHasicta [1.11lepemera.

3arajioM, SKIIO TOBOPUTH IIPO BiMOBIAJIbHICTD, TO KYPHAJIICTHA He MMOBUHHI MPUTATYBa-
THCS 10 BiIMOBIAIBHOCTI 32 PO3TOJIOIIEHHs iH(bOpMAaIlil, Ky BOHU 3700yBalOTh i TIOMIN-
PrOIOTh, MPOGECiiiHO BUKOHYIOYM CBOIO poboTy. Bimsnauasnocs, mo B YkpaiHi KypHasic-
TaM Opakye He3aJeKHOCTI, KpUTUYHOTO MUCJIEHHS Ta BMiHHS TepeBipsATH iH(bOpMAILiio.
g 1poro BaxkJiMBe 3HAYEHHS MA€ PO3BUTOK JKYPHANICTCHKUX OpraHizaiiii i pos-
poOKa HOPM i cTaHaPTIB HOBEIIHKH.

Jleski yyacHuku GayaTh motpely viTKimoro posyminus posi 3MI B neMoKpaTnuyHHX
nepsKaBax, y SIKHX TPUBa€ 4yu OyB 30poitnuii kKouduaikr. KpiM Toro, € HeoOXiaHiCTh
PO3POOKK HOPM OIIHKH IPOTIaratiu, 0CoOJMBO TIPONAraH/1, HaI[iJIeHOI Ha IMiJPUB HaIio-
HaJbHOT Oesreku. TyT moTpibHa MeToAMKa OIIHKHU IS 3aCTOCYBAaHHS IHCTPYMEHTY IIeH-
3ypu Ha TificTaBi (HaKTIiB CHUCTEMATUYHOI Ta PO3TATYKEHOI IiSIBHOCTI MPOTH HAIliO-
HaJIbHOI Oe3IeKu JiepKaBy Ta yIepeKeHHsl 3BUHYBaueHHsT B 0OMEKEHHI JeMOKPaTHUHIX
npas i cBOOOL.

Po6Gora B yMoBax HeioCTaTHBOI IPo30pocTi i ciaabkocti (abo i BiZICYyTHOCTI) BEPXOBEH-
cTBa MpaBa Beje [0 BiJICYTHOCTI JOBipu i1 cmiBmpari, ocoOauBo st mpodeciitHux
JKYPHAIICTIB, sKi mpamoioTh (un  GakaloTh MPAIlOBATH) HAa  HEIMiAKOHTPOJIbHIN
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

teputopii. CHpOIIeHHS AOCTYIy /Ui 1HO3eMHUX JKYPHAJICTIB Ha HEKOHTPOJbOBaHI
TEPUTOPIl HA/IA€ JOJIATKOBUX MOXKJIUBOCTEH JIJIT OTPUMaHHS iHGopMallii Ta CIpusie CIiiB-
npari 3 iHozemanMu 3MI. 36poiini Cuin Ta iHIII CHIOBI BiZJOMCTBA MalOTh KOHKYpPY-
BaTH 3 aJIbTEPHATUBHUMHM J’KepesaMu iH¢opMallii 3a ONOMOT0I0 BJIACHOTO NePEKOH-
JIMBOTO KOHTEHTY, HA/IaBaTH Bizleo- Ta poromarepianu 17151 inopMyBaHHS TPOMA/ICBKOCTI.

VpsiloBi CTPYKTYPH TEK MArOTh 3BHKATH 10 HEOOXiaHOCTI HajgaBatu indopmaitito. HaBo-
IuBcs mpukaaz, Koaun Ha 3anutT [locosneTBa IlIBerrii mpo MiHchKi meperoBopu, yKpaiH-
chKa CTOPOHA HaJiasia miBeaM MeHiie indopmaitii, Hizk Himeuunna ta @panitis. Y Tomy K
KOHTeKCTi Oysia 3rajaHa TepMmiHosioriuna mpobsema ATO — 1ieil TepMiH BaKKO II0sIC-
HUTH, BiH BUKJIWKAE HEAOBIPY, IUIyTAHWHY, 1110 CTBOPIOE JI0JIATKOBI MEPENIKOAMN [IJIst
e(hekTUBHOI KOMYHIKaIlil HA HAIlIOHAJIBHOMY Ta Mi>KHAPOJHOMY PiBHSIX.

€ HeoOXifHICTh CUCTEMHOTO aHAMI3y Ta MOHITOPUHTY TOAi Ha TepuTopii KOHMIIKTY,
a TaKO)K TOTO, 1[0 POOUTHCS JIJIsT HEOMYIIEHHST PO3MOBCIO/KEHHST KOH(DIIIKTY, hopmy-
JIIOBAHHS YiTKMX MECEIKiB /I BHYTPINIHBOI Ta 30BHIIIHBOI ayauTopiid. {oci Gpakye
SICHOCTI, CIIBIpalli Ta pO3yMIiHHS, 1[0 BeJe A0 e Oiibliol HegoBipu i HecTabiIbHOCTI
MisK TIpec-carysk6aMu ceKTopy Oesrieku, 3acobamu MacoBol iH(hopMaIlii Ta HaceTeHHSIM.

Po30yioBi m0Bipu MOKe CIPUATH HAJAHHS CHENiaTbHUX 3HAHb 1 HABUYOK MEPCOHATY
cekTopy Oe3smnexku Ta 3aco0iB mMacoBoi iHdopmartiii. HeoOXisHICTh HaBYaHHST CTOCYETHCSI
He JIMIIe MiAroTOBKK (DaxiBIliB, aje i HaBYaHHS OiJIbII MIMPOKOTO KOJIa OCHOBaAM OOMiHYy
inopmartieo. BiakpuTi Ta 3aKkpuTi 3ycTpiui MpeACTaBHUKIB ceKTopy Oesmeku ta 3MI
CIpUSIOTh (DOPMYBAHHIO CHIJIBHOTO TOTJSAY Ta PO3YMIHHIO IiIell i TOJITHKH CeK-
Topy Oesneku. Ilpukiazom Takoi cmiBmpami Oy/iaM 3ycTpidi, MpPOBeJeHi TOMIUIHIM
rosoBoio CBY 3 :xypHanictramu mifi yac nofiit y Cios’ssHcbky Ta Kpamatopcbky.

Yuacuuku KondepeHiiii BUCIOBIIN PEKOMEHAAIII0 IIPO HEOOXiAHICTh BKJIIOUNUTHU IIPEJ-
MeT CTpaTeriyHol KOMYHIKaIlii /10 HaBYAJbHUX IIPOTpaM BY3iB CHUJIOBUX CTPYKTYp i
nuBibHUX yHiBepcuTetiB. [Ipodeciitha crparteriuna KoMmyHiKallisi mepembadae Teope-
TUYHY MJTOTOBKY Ta JEMOHCTpAIlif0 HAaOYHWX NpuKIaAiB BrumBy 3MI Ha 3abesme-
YeHHSI JEMOKPATUYHOTO HArJsly, MPaKTUYHY JEMOHCTPAIIIO MMPO30POCTi Ta SK OpraHi-
3allii MOXKYTb IPAIIOBATH B CEPEIOBUIIL, BITbHOMY Bijl KOPYIIIIii.

III. PEKOMEHTAIIIT

[TizcymMoBytOUM pe3yJIbTaTh JUCKYCil, MOKHA CKa3aTH, 1[0 TOJOBHI pexoMeHalii 6ib-
IIOCTI YYACHWKIB 3BOJMJINCS 10 HACTYITHOTO: HEOOXIZIHO PO3BUBATH CIHPOMOKHOCTI BiT-
yuznsaaux 3MI 3 Harisiiy 3a CeKTOpOM Oe3NeKd; CTBOPMTH [Ii€Bi KaHaid 3B’SI3KY
Mizk 3MI Ta cekTOopoM 6e3neKH; MiABUIIUTH MPO30PICTh i MiA3BITHICTD Y KePiBHUIITBI
CEKTOPOM Oe3NeKH.

HJI?I JOCATHEHHS IMIOCTAaBJICHUX 3aB/laHb:

1) noTpiben GaraTopiBHEBMIT MiAXiJ M0 CTPATeTiyHOT KOMYHIKaIii Mix ceKTopoM 6e3-
neku Ta 3acobamMu MacoBoi iHbopMallii Ha HAIiOHAIBHOMY Ta MisKHAPOAHOMY piB-
HSIX, 30KpeMa:

(2) 3 TpoMaisTHAMU, SIKi JKUBYTh HA HEKOHTPOJIbOBAHIN YPSJ0M TEePUTOPIi Ta B 30H1
KOH(DITIKTY;
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(6) Mix CyCIIJIBCTBOM i BJIaZI01O;

(B) Mi>K BITYM3HSIHUMH JKYPHAJICTAMM Ta 1X 3aKOPJOHHUMH KOJETaMW, MiX 1HO-
3eMHUMU JKyPHATICTaMK Ta YKPAiHCbKUMU YPSIZIOBUMH CTPYKTYpaMu;

2) po3poOUTH CIIJIBHUN KOJEKC MOBEMIHKK JJISI CEKTOPY Oe3lekn Ta 3aco0iB Maco-
Boi iHdopMaltii, AKuil y3roAuTh (HYHIAMEHTAIbHI TPUHIIMIIN TTPO30POCTI Ta Tij-
3BITHOCTI 3 CEKPETHICTIO POOOTH;

3) miAroTYBaTH HOPMATHUBHO-IIPABOBY 06a3y /ISl METOJOJIOTIYHOTO aHai3y i BUSIB-
JIeHHS JiKepeJi iHgopmartiiiinoi BiitHu Ta nesingopmartii. [le qomomoxke 3axuctut
indopmarmiiiiuii mpocTip gepskaBu 6e3 PU3UKIB ST JEMOKPATUYHUX I[iHHOC-
Teil i mpumHIumIiB. VeTbcs 1po HeBix'eMHe MpaBo JepKaBU HA 3aXMCT Bij 3arpo3
HarioHabHii Gesmnerti B iHGopMaliiiHiil BiiiHi, 3 oHOrO 6OKY, Ta CBOOOLY CIIOBA,
3aco6iB MacoBoi iHGOpMaIlii i TpaBo Ha iH(GOPMAILio, 3 iHIITOTO;

4) po3poburu HopMu Ta (ab0) Kojeke noBeAinku st 3MI, 1o AifoTh y 1eMoKpaTny-
Hill iepskaBi i yac 30poitHOTO KOH(MIIIKTY Ha ii TepuTopii;

5) mig yac PoO3pOOKM KOAEKCIB IOBEAIHKM Ta HOPMAaTHBHO-IIPABOBOI 0asu He0O-
XiTHO KepyBaTUCS HAIIOHATHBHUM 3aKOHOAABCTBOM, MIKHAPOAHWUMHU KOHBEHIII-
MM, Hacammepen, /lekmaparieio mpaB JoauHKu, KOHBEHINEIO PO 3aXWUCT IIpaB
JIOJMHKU 1 OCHOBOIOJIOKHUX €B0OOA, Codilichkol0 KOHBEHIIiI0, MIOHXEHCHKOO
XapTi€l0, a TAKOXK BPAaXOBYBAaTHU IEPeIOBUH TOCBI/L;

6) 3 MeTOI0 TIBUIIEHHS PIBHS JOBIPH /0 CUJIOBUX BIJIOMCTB CJIiJl TOCUIUTUA (PaXOBY
Ii/IFOTOBKY Ipec-CeKpeTapiB i PEYHMKIB /IePKAaBHUX YCTAaHOB, a TAKOX 4YacTilne
3ayydaru 0 1npec-OpudiHTiB BUMIMX MOCAIOBUX OCI6 BiJOMCTB, KOMaHAMPIB, sIKi
MalOTh YiTKe PO3YyMiHHS CUTYAIlil, TPO AKY WEThCS;

7) B ymoBax iHdopmaiiiiHol BiiiHu Tpeba mpuaiisaTH Oijblle yBaru TepMiHOJIOT,
sgKka Mae OyTH 4YiTKOIO Ta OJHO3HAYHOIO, HE JaBaTU TPHUBOMAIB [T 3aliBUX
HETIOPO3yMiHb;

8) npodeciiiti JKypHaJIiCTH MOBMHHI MaTH MPaBO JOCTYIY Ta poOOTH Ha KOHTPOJIBO-
BaHiil i HEKOHTPOJIbOBaHIil YPsZoM TepuTopisix 6e3 3arposu iX MepeTBOPEHHsT Ha
“arenTiB gep;kaBu’;

9) noTpibHi creniajabHi HaBYaJIbHI Ta iH(GOPMaIiiiHi 3ycTpivi (BIAKPUTOrO Ta 3aKpH-
Toro (hopMaTy) MiXK JepKaBHUMU opraHaMu Ta TpejctaBHukamMu 3MI. Maoth
npoBoauTHcs GpuiHry 3i crparerii, TAKTUKN Ta CUTyallii Ha JiHii GpPOHTY st
100y I0BY JIOBIpU MiXK yciMa CTOPOHAMU;

10) Buxong4M i3 3pOCTAIOUOTO 3HAUEHHST CTPATETIUHUX KOMYHIKaIlill, PEKOMEH/IYEThCS
3aIPOBAJIUTH BIANOBIIHUI KypC /10 HaBYaJbHUX IPOrpaM BHUIIMX HaBYAJIbHUX
3aKJIa/liB CEKTOPY Oe31eku i 000POHH.
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Security Sector Governance: the Role of the Media

MONITORING UKRAINE'’S SECURITY
GOVERNANCE CHALLENGES

Conference-4: “Security Sector Governance:
the Role of the Media”

5-6 October 2016, Kyiv, Ukraine

Key Issues and Policy Recommendations'

I. CONTEXT

Cooperation on the promotion of security sector reform in Ukraine between DCAF
(the Geneva Centre for Democratic Control of Armed Forces), the Razumkov Centre,
and enabled by the financial support of the Ministry of Foreign Affairs of the
Netherlands, resulted in two days of high-level roundtable discussions and workshops
in Kyiv. Debates focused on the relationship between mass media and the security
sector. Fruitful insights and key messages are summarised below with the goal of
facilitating the development of an effective relationship between security sector
institutions and mass media in Ukraine.

This security sector reform conference was unique in that journalists were invited as
the main participants. The dialogue had a multi-dimensional, multi-levelled character
that touched upon national and international questions of security as it pertains to
information warfare, particularly in Ukraine. Several key subjects were tackled during
this workshop, particularly media freedom, access to information; reporting on security,
community safety and the role of social media.

In established democracies, free and independent media play a crucial role in the
oversight of the security sector, and allow for channels of communication to be establi-
shed between the four pillars of power i.e. the executive, legislature, judiciary and the
media. Engagement between security sector institutions and media representatives is
a crucial foundation for guaranteeing and protecting human rights and freedoms.

! General assessments, conclusions and proposals are those of the participants and contributors. Some of the statements and
recommendations are contradictory not only with the official documents, but even to each other. However the authors of the publica-
tions consider it worth to present them as a demonstration of a nature of discussions, the presence of the polarity of expert opinions
and approaches, which do not correspond with the generally accepted ones today, but may find their way into policy documents in
the future.
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Monitoring Ukraine’s Security Governance Challenges

In order to promote more transparency of media ownership in the country, a new
legislative framework was adopted in September 2015, when President Petro Poroshenko
signed the law ‘On Amendments to Several Laws of Ukraine on Ensuring the
Transparency of Media Ownership and Implementing the Principles of State Policy in
the Sphere of Television and Radio Broadcasting.” The new law came into effect on
1 October 2015.

The amendments oblige broadcast companies and programme service providers to
disclose detailed information about their ownership structure and final beneficiaries.
The law also bans business entities and individuals registered in offshore economic zones
to establish and own broadcasting companies and programme service providers.

In a time of information warfare that targets trust, the onus lies on communicators,
particularly professional journalists from within the mass media and the messages coming
from those working to protect national security. In such a situation, trust between the
mass media, security services and the general public can be built through independent
and empirically based reporting.

Trust between agents of the state and professional journalists must be developed
and nurtured. To this end, it is necessary to identify and understand one another’s
professional roles. Fact-based reporting is the professional journalist’s key instrument
and responsibility.

Journalists encounter numerous obstacles and challenges in reporting on the security
sector and performing their watchdog function. Governments may restrict access to
information, and the media may be tempted to uncritically recite official government
statements on perceived threats and other security issues without analyzing them.
A lack of expertise on security issues can undermine the media’s ability to act as
a watchdog. Moreover, to play an effective role in overseeing the security sector,
journalists must have a degree of distance from government and protection from
intimidation and threats.?

II. KEY ISSUES

In the opinion of participants, a number of trends threaten to hinder the media’s ability
to act as a watchdog of the security sector. These include:

> Restrictions on information available to the public, which have had a significant
impact on the media;

> An increasing trend towards entertainment news creates serious constraints on the
reporting of complex security-related issues; and

» A monopolisation of media ownership underminesindependent and critical journalism.

Currently, the relationship between the media and security institutions in Ukraine
is necessarily one of tension, due to differing institutional cultures and goals.
Nevertheless, the media and security sector are mutually dependent and must cooperate
to educate the public and hold government to account over security policy.

% Marina Caparini, ‘Media and the security sector: oversight and accountability,” 2014. Online at: www.researchgate.net/publication/
265183857 _Media_and_the_security_sector_oversight_and_accountability
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The military requires the media in order to inform the public about its role and
maintain public support. While independent reporting is necessary to hold the military
to account, the media are largely dependent on the military for information. During
armed conflict, the media remain essential for informing the public about military
operations, but face restrictions from the government and armed forces. Embedding
journalists within the armed forces could improve media-military cooperation, but
could also undermine objectivity.

A lack of sufficient working knowledge of relevant media laws and legislation can also
qualitatively affect the work of reporters. Reporters are often not systematically aware
of the particular issues to be considered when covering a specific security-related
event. In addition, they are often unaware of the impact social media can have on
security sector coverage.

Adopting the principles of impartiality, objectivity and professionalism alone does
not guarantee public access to information. Indeed, security forces are often
extremely reluctant to share information. In turn, journalists rarely have a precise
understanding of the challenges facing security forces. Formal communication
channels should be established between the media and security organisations.®

To this end, the following measures should be taken to:

» Establish a press department as a point of contact for the media in all security
sector agencies;

» Appoint trained officers as official spokespersons of the security forces;
» Conduct press conferences on a regular basis;

» Develop interactive media platforms and websites to ensure media access to
security information;

» Develop media programmes to raise public awareness on issues related to
security sector reform, such as citizens’ rights and law and order campaigns; and

» Organise joint workshops between the media and security forces in order to
promote mutual understanding,

During the conference, the need to develop laws, guidelines and frameworks, build
capacity, ensure a free media, and provide clear definitions and boundaries were identified
at targets by the participants.

Effective strategic communications from the security sector also depend on a) identifying
the set goal; b) knowledge of how to create effective messaging to attain the identified
goal, and; ¢) knowing what information can and should be shared with the media or
made public.

¥ The Palestinian Media and Security Sector Governance. — DCAF, 2009, http.//dcaf.ch/palestinian-3MI-and-security-sector-governance.
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For some participants, a governmental capacity for strategic communications did not exist
in Ukraine before 2014. As a result, according to one participant, ‘...each agency speaks
its own language and there is a lack of informational coordination.” Information
sharing between ministries, the executive, legislative and judiciary must be enabled and
systematised.

Defence against information warfare requires clearly defined terms, frameworks and
codes of conduct. The identification of facts and the development of a common
terminology allow for the promotion of effective cooperation, despite the disparities
between the defence sector and mass media, i.e. the need for secrecy, a clear philosophy
and hierarchy, command/control lines, and over-regulation, versus media timeliness,
openness, ratings, and readership/viewership. To further relieve problems caused by
the disparities between the mass media and security sector, it was also suggested that
the power ministries must train personnel — from the onset — about the importance of
strategic communications and their relationship with mass media.

In Ukraine, the social contract remains unrealised and the population is weary of power
structures, both administrative and legislative on the one hand, and media structures
owned and used by oligarchs for their own strategic purposes on the other. The mistrust
of power can be partially relieved through the development of professional, independent
media sources.

Understanding, trust, and cooperation between the security sector and mass media could
be improved through the development of a unified professional journalist association.

Whereas the lack of professional media unions and cooperation complicates the adoption
and implementation of legislation which promotes and protects media rights and
freedoms, stove-piping and a lack of transparency within government structures
complicates the development of coherent strategic communication, particularly within
the security sector. According to some participants, the development of a MOU or
code of conduct between the security sector and the mass media would help transform
the relationship into a real, professional partnership.

When developing frameworks for cooperation and guidelines more attention must be
paid to existing national and international legal frameworks. These include: the 1948
Universal Declaration of Human Rights and Freedoms (in particular Articles 10 & 19),
the 1950 European Convention for the Protection of Human Rights and Fundamental
Freedoms (in particular Article 10), the 1971 Munich Declaration of the Duties and
Rights of Journalists (Munich Charter) and the Sofia Declaration on Media and
Press Pluralism (1997). The UK Green Book, a guide for the procedure of the UK’s
Ministry of Defence’s work with the media, could also serve as a reference for Ukraine.

Overall, the lingering post-Soviet, authoritarian culture of government institutions,
which manifests itself in closed and un-transparent institutions, ensures that the
top-down approach to communication in Ukraine is maintained.

Government officials still lack the skills to speak and comment to the media. A participant
suggested that many mandated civil servants fear speaking out or commenting to the
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press when a responsible minister is unavailable for comment. This problem in the
communications hierarchy could be alleviated by promoting transparency and
communication between officials and their subordinate institutions and actors. One
participant stated: ‘Social media has improved communication on some level — government
officials are starting to understand liaising with mass media is a part of their job.’

Social media networks were also identified as an instrument of information warfare.
The suggestion was made that accounts deemed to be promoting hate and distrust
be blocked (albeit with or without cooperation of social media enterprises such as
Twitter and Facebook).

Ukraine also has difficulties protecting its communication space in terms of access to
networks and technical issues such as radio frequencies and radio towers. Access to
frequencies is hampered by both technical matters and bureaucracy; as well as,
according to one participant, ‘tons of red tape.” The provision of and access to informa-
tion by citizens in or near the conflict zone remain limited. Much of the responsibility
for this lies with the ‘National Radio Frequency Council’. For example, the strategic
territory of Mariupol was given as an example, in which no radio frequency was available
for the MoD FM radio (for unclear reasons). An additional ten cities applied for Army
radio but were formally denied due to a lack of frequency space.

Censorship and self-censorship were discussed in relation to tensions that may arise
between the security sector and mass media, particularly as it relates to covering war
and conflict situations. Participants identified a need to strike a balance on this issue.
Whereas this level of professionalism can be achieved through training, enhanced
cooperation and communication between representatives of the mass media and security
services (as discussed below) would support this endeavour, while the risk of self-
censorship was identified as an ongoing and serious concern, particularly in light of
‘directives’ and the murder of journalist Pavel Sheremeta.

Overall, ‘If done responsibly, journalists shouldn’t be in court for exposing information
they should not have had and shared.” It was asserted that in Ukraine, journalistic
independence, critical thinking and verification skills are lacking. The development of
journalist institutions and frameworks of conduct would aid matters in this regard.

For some participants, there is a need for the development of a clearer understan-
ding on the role of the media in democracies in which violent conflict is currently or
has previously occurred. Furthermore, there is a need for the development of a
framework for propaganda analysis, particularly propaganda which targets national
security. In this regard, a methodological system for analysis is needed to demonstrate
how the state’s national security is targeted systematically and in a wide-spread manner
to provide justification for acts of censorship which may otherwise be perceived as
limitations of the aforementioned democratic rights and freedoms.

Operating in an environment with opaque transparency and weak (or non-existent)
rule of law creates a lacuna of trust and cooperation, particularly for professional
journalists working in (or with a desire to work in) Ukraine’s non-government
controlled areas (NGCA). Information sharing and cooperation can partially be
improved by providing journalists from the NGCA with improved access. The armed
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forces and security sector agencies need to generate their own credible content,
and share videos and photos for public information purposes.

The government itself also needs to become accustomed to information sharing.
Participants at the event gave an example in which a Swedish Embassy information
request to Ukraine on the Minsk negotiations resulted in the Ukrainian side providing
less information to the Swedes than Germany or France. In a similar context, the
term ‘Anti-Terrorist Operation’ (ATO) has been identified as a stumbling block to
effective communication on both the national and international level. The term is
difficult to explain and causes mistrust, confusion and disinterest.

There is a need for a systematic analysis and monitoring of events in the conflict-
affected areas of Ukraine; as well as on what is being done to prevent the conflict, and
the creation of effective messages to be shared with both domestic and external
audiences. There remains a lack of clarity, cooperation and understanding that leads to
more mistrust and instability between the security sector press services, mass media
and general population.

Trust can be built by targeted training for both members of the security sector and
mass media. The need for training not only pertains to the development of professionals
but also extends to training on information sharing. Meetings (albeit closed) between
representatives of the security sector and mass media can help create a shared
vision and understanding of the security sector’s goals and policies. An example of
such a meeting was given as related to an event organised by the then Head of the
SBU with journalists in Slavyansk and Kramatorsk.

Participants identified the need for strategic communication to be included in the
curricula of academies of the power ministries — as well as — civilian universities. Strategic
communication must be professionalised through access to education and the provision
of effective examples of how mass media functions to ensure democratic oversight;
what transparency is, and how institutions work in an environment without corrupt.

ITII. CONCLUSIONS

Overall, the participants identified the need to: promote the work of local media
in security sector oversight; to establish channels of communication between the
media and the security sector; and to enhance transparency and accountability
in security sector governance.

1) A multi-level approach is needed which addresses strategic communications
between the security sector and mass media on both the national and international
level, particularly between:

a) Citizens living in both government controlled and non-government controlled
areas (GCA & NGCA respectively);

b) The population and the authorities; and

¢) Local and foreign journalists, foreign media outlets and the government.
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2) A code of conduct is needed between the security sector and mass media that
balances the fundamental principles of transparency and accountability with
operational secrecy.

3) A framework of analysis is needed through which information warfare and
disinformation are methodologically analysed and sourced. This would facilitate
the defence of the state’s communication space within the limits of democratic
values and principles. i.e., the inherent right of a state to defend itself against
threats to its national security stemming from informational warfare on the one
hand, and the freedoms of expression, mass media and the right to information
on the other.

4) It is necessary to develop a framework and/or code of conduct for media operating
in a democratic state with an ongoing armed conflict within its territory.

5) Codes of conduct and frameworks of analysis must be developed based upon
existing national and international conventions and best practices, including
the Declaration of Human Rights and Freedoms, the European Convention,
the Sofia Convention, and Munich Charter.

6) The level of trust towards press secretaries and spokespersons from state institutions
is low and can be improved through training and employing high-ranking
professionals i.e. commanders who have a demonstrable understanding of the
situation being reported.

7) Terminology, particularly in relation to information warfare, must be clearly
defined to prevent misunderstanding.

8) Professional journalists should have the right to access and cover both GCA
and NGCA'’s without being embedded or converted into ‘agents of the state’.

9) Special training and information meetings (albeit closed) are needed between
state authorities and members of the media. Strategy, tactics and the
frontline situation must be outlined in briefings in order to build trust between
all parties.

10) Journalism is about informing the public: there is a need to increase professiona-
lism by incorporating strategic communications into the curricula of post-
secondary educational institutions.
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