KEY ISSUES AND POLICY

RECOMMENDATIONS

by The Third

International Conference
“Governance and

Reform of State Security Services:
Best Practices”

24 May 2016, Kyiv

iB-2017 | KYIV-2017



DCAF
% a centre for security, VI//A

development and M Ministry of Foreign Affairs of the

]
the rule of law LEHTP PASYMKOBA sl Netherlands

CMIBOPrAHIBATOPU

MOHITOPUHT BUKJIUKIB YPAIIYBAHHIO B CEKTOPI BE3MEKN YKPAIHU

OCHOBHI BUCHOBKMW TA NOJIITUYHI PEKOMEHALYI

3a pe3yJabTaTaMu
TpeTtboi MizkHAPOAHO1 KOH(MEPeHIIil
“YpsipyBanns Ta pepopMyBaHHS HAI[iOHAJBHUX CIYKO Oe3NneKu
Ta PO3BIAKHU: Kpallli Mi;KHAPOAHI MPaKTHKU”’

24 tpaBus 2016p., Kuis

KWiB-2017



Penaxropu: @inin @aypi, Onexciit MeabHuk
JliTeparypHi pefakTopu:
Anna Yeprosa, Makcum Byrpiii, Piuapa Iltaitn, Hazni €napim
Kopexrop: I'anna ITantkosa

[luzaitn i maket: Terana OBcsaauk, Onexcanp [lanrtana

Y upomy BumaHHi omy6JiKOBaHi OCHOBHI BHCHOBKM Ta IIOJNITHYHI PEKOMEHJAIl 3a pe3yJbraTaMu
Tperboi MixkHapoaHoi koH(pepeHiii “YpsaysanHsa Ta pedopMyBaHHS HAI[lOHATBHUX CIyKO Gesrexn
Ta PO3BIJIKM: KPaIlli MiX>KHAPO/IHI TIPAKTUKN .

Kondepenuist 3ocepenniacsas Ha npoieci peopmysanns CBY 3 Meroio 6iibin getanbHOro 00TOBO-
peHHs1 MPOOJIEMHUX MUTaHb, MOPYIIEHUX YYaCHUKAMM IIONEPEIHIX 3aXO/iB (CTaTycy, MOBHOBaKEHb,
migssitHocti CBY), a TakoK Bu3HAueHHs MPIOPUTETIB pedopM, 0OTOBOPEHHS KpalluX €BPOIEHChKUX
MPAKTHUK Ta OI[IHKU TOTPEO y POZBUTKY MOKJIUBOCTEN YPSILyBaHHS PO3BIIKOI0 B YKpaiHi.

OuiHKKM, BUCHOBKM 1 IIPOIIO3ULIi, BUCIOBIeH] ydyacHukamu Kondepeniii, He 060B’I3K0BO 30iraioThCs
3 oiniitHuMu mosuttistMu JKeHEBCHKOTO TEHTPY [EMOKPATUYHOTO KOHTPOJIO HaJ 30POUHUMU CHUTAMU
(DCAF), Hentpy Paszymkosa Ta Ypsany KopoaiserBa Hinepranmis.

ITyGuikatiss 3xificheHa B pamMkax mpoekTy “MOHITOPUHT BUKJIWKIB YPSAYBAaHHIO B CEKTOPI Ge3mexu
Ykpaian”, mo peamidyerbesi DCAF crnimbHo 3 Ilentpom PasymkoBa Ta 3a (hiHAHCOBOI MiATPUMKU
KopouiscrBa Hinepianuis.

© DCAF, 2017
© Ientp Pazymxkona, 2017
© BugaBuunrso “3amosir”, 2017



Ypsioyeanns ma pepopmysars navionanviux cayicod 6esnexu ma poseioku: Kpauyi MircHapooni npaxmuxu

“YPANAYBAHHA TA PEOOPMYBAHHA
HAHNIOHAJIBHUX CJAY /Kb BE3IIERU TA PO3BI/IKU:
KPAIII MIGKHAPO/JHI ITPARTHUKHN”

Tpets kondepeHiis, 24 tpaBusa 2016p., Kuis

OCHOBHi BUCHOBKH Ta NOJITHYHI peKOMeHallii’

I. KOHTERCT

Y 2005-2009pp. Ykpaina pocuth eheKTUBHO BUKOPHCTOBYBAIA MOKJIMBOCTI IiATPYIIH
3 nuTaHb peopMyBaHHS CeKTOpy Oesneku Ta posBigku mix erigoto CrisbHOT po6oUoi
rpynu Ykpaina-HATO 3 nmutanb BoeHHol pedpopmu — iHiniatusu, B pamkax sikoi DCAFE
Odic 38’s13ky HATO B VYkpaini ta /lemaprameHT 060POHHOI MOJITUKK Ta TJIAHYBaHHS
HATO cniBnparioBasii B HampsMi 3alTPOBA/KEHHS KPANTUX MiKHAPOAHUX TPAKTUK B
Ykpaini. ¥ 1eit nmepiox O6ysa crBopena Ipomazchka pama npu Coy:x6i Gesnexkn Ykpainm
(CBY), nigrorosnennii Komexe ernku ta Bugana “Bima xuura 2007: Coyxba Oesrnekn
Ta PO3BiAyBajibHI opraHu Ykpainu”, B sKiit OyJiM BUCBITJIEHI OCHOBHI aCHeKTH Iisiiib-
HOCTI Ta TIPOrpaMHi TPIOPUTETH PO3BUTKY CITEIICTYKO.

[Moxii 2014p. HAOYHO NPOAEMOHCTPYBAIM CJIaOKi CTOPOHM Ta TOJOBHI BUKJIUKU JJISt
cekTOpy Oe3reku B YKpaiHi, MiATBEPAUBINN HarajabHy HEOOXiAHICTH BcebGiuHOTO pedop-
MyBaHHsI ceKTopy Gesreku. SIK HacTioK, YpsiI 3a JOMOMOIYM MisKHAPOAHUX 1 PErioHab-
HUX OpraHisaiiil iHilifoBaB P 3aKOHOABYNX, IHCTUTYIIIHHUX i MOJITHYHUX pedhopm
cekTopy 6esrneku, BkirouHo 3 CBY.

DCAF ta llentp Pasymkosa 3 ciunsg 2016p. peamisyioTb mpoekT “MOHITOPUHT BUKJIH-
KiB yPsIIyBaHHIO B CeKTOpi Gesnexkn YKpaiuu”, 1[0 Ma€ 3a METY MiABUIIMTH 00i3HAHICTH
3 MDKHApOJAHUMHU Ta €BPOMEUCHKUMM KPAITUMWU TPAKTUKAMU Ta HAAATA MalJaHuuK
st OOTOBOPEHHST YPSIIYyBaHHsI Ta HATJISIY 32 CEKTOpOM Oe3tiekn B YKpaini. Ha mepmmix
JIBOX 3axoJaX cepejl OCHOBHUX IIMTaHb, MOPYIIEHUX Yy4YacHUKaMH, OyJu BiiiCbKOBUI
cratyc CBY, moBHOBaskeHHS IOCYIOBOTO PO3CJIiTyBaHHS, HATJISA 1 MiA3BITHICTb.
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' OCHOBHI BMCHOBKM Ta MOMITUYHI pekoMeHJauii nigroToBNeHi 3a pesynbTatamu BUCTYMIB | AWCKYCI y4acHWKiB. [eski 3 Hux €
Cynepe4sIMBMMI He JNLe CTOCOBHO MONOXEHb OILiAHUX JOKYMEHTIB, ane W MK co60t. BogHoyac, asTopu ny6nikalii BBaXarTb 3a
HeoOXifHe MakCUManbHO NPEeLCTaBUTM iX Y LbOMY BUAAHHI 3 METOK 06’€KTUBHOI iNKOCTPALi XapakTepy AMCKYCIA, HAABHOCTI B eKcnepT-
HOMY AMCKYPCi iHOAI NOMAPHUX NPONO3MLIA, SKi MOXYTb He BiANOBIAATK 3arasbHONPUAHATHAM NiAX04aM CbOTOAHI, ane MawTb LUAHCH,
3a NEBHNX YMOB, 3HANTN CBOE BifOOPKEHHA B OILIFHIA NONITULI B Ma#BYTHHOMY.
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Mownimopune suxiuxie ypsoyeaniio ¢ cekmopi 6esnexu Yxpainu

IpynaTyiounch Ha BUCHOBKaX 1 pEKOMEHJAIiSAX TMONEPeHiX KOHMepeHtii, 11d
Kongepentisi — tpetss 3 BocbMU — 3ocepenuyacsd Ha mporieci pedgopmyBannsgs CBY
3 METOI0 PO3KPUTH 3TajlaHi MUTaHHS, BUSHAYUTH MOTOYHI TpiopureTn pedopM, 06roBo-
PUTH BIANOBIAHI Kpalli €BPONENHChKI MPAKTUKK Ta OIIHUTA [OTPeOM PO3BUTKY
CIIPOMOJKHOCTEN 3 ypsiiyBaHHs crelcays:kOamMu B Yipaini. Komndepenriisi 3ibpama 66
YYACHUKIB, y T.4. BITYM3HIHUX 1| MIKHAPOJHUX €KCIIEPTIB, HAPOIHUX JENyTaTiB, Mpej-
CTaBHWKIB YKPAiHCBKOTO Ypsify, CEKTOpy Oe3leKu, IPOMaTHCHKOTO CYCIIJIbCTBA Ta
3MI, a Takosk TIpe/ICTaBHUKIB Mi’KHAPOIHUX 1 peTiOHATPHUX OPTaHi3alliil.

Y 1poMy 3BiTi OKpecseHi OCHOBHI 0OTOBOpPEHI MUTAHHS Ta BiAMOBIAHI MOJITHYHI pPeKo-
MeH/Iallii, 3alPOTIOHOBAHI YYaCHUKAMHU Ta JIONOBiladaMu T1ij] 4ac KOH(epeHIrii.

II. OCHOBHI ITMNTAHHA

Y upoMmy po3ziji 06roBopeHi mUTaHHS PO3OUTI 32 TeMaMu CeCiil. Y KOKHOMY IMyHKTI
y3araJjbHeHi roJIOBHI MOMEHTH, Ha SKUX HAroJIONIyBaJIu IONOBI/Iavl Ta YYAaCHUKU JUCKYCIH.

OxpeMi MUTAHHS BUKJIUKAIN OYPXJIUBY TUCKYCIIO cepell YIACHUKIB; TOMY B JESKUX ITyH-
KTaX HUZKYeE TI0JIaHI 11i CyTepevsIuBi apryMeHTH Ta PEKOMEH/Iallii.

ITepeoir pepopmysannst CBY: rosioBHi npiopurern

» CBY napasi pospobusie Konterniiio pedopm 3a mpormomoroio Odicy 38’sisky HATO
ta Koncyapratusnoi micii €C (KMEC). Tososri 3aBnanns pehopMu:

* [IJIBUIIIUTY JI0Bipy cyciiyibeTBa 10 CBY;
* 3/IIICHUTH TIOCTYIIOBY J€MiJliTapu3aIiiio cyKOu;

e po3aiuty 3agadi CBY Ta iHmIMX MPaBOOXOPOHHUX BiZIOMCTB, 30Kpema, obMme-
JKUBIIH cJIigui moBHOBaKeHHI CBY,;

* 3MIIHUTH JIEMOKPATUIHUH 1UBibHIH HarJsL 3a CBY,

* [IOKPALIUTA CIIBPOOITHUITBO 3 3aKOPAOHHMMHU [apTHEpaMH Ta PO3BiJ-
ciy;kbaMu.

> Konuemniiga pepopm Mae 6yTu peaizoBaHa B [Ba eTallM:

e erann I (2016-2017pp.), Ha gKomy Oyzae po3pobJIeHO Ta MPUIHATO HOBUM 3aKOH
npo CBY, sikuii 4iTko BU3HAUUTH ii 11iJ11, 3aB/IAHHST Ta CTATYC;

e ra II erami (2018-2020pp.) sragani Buiie pecdopmu OyayTh peanizoBaHi Ha Mij-
cTaBi HOBOI 3akoHOmaByoi 6asu. o 2020p. Gyze 3aBepineHo mnporec pedopM i
MIpOBejieHa X OTliHKa.

0Q060B’43ku Ta noBHOBakeHHd CBY

» 3apaz CbY mae mmpokuii MaH/aT, O BKJIOYAE “BUSBJICHHS, IPUITMHEHHS 1 PO3-
KPUTTS 3JIOYMHIB MPOTH MHUPY Ta Oe3leKH JIOJCTBA, TEPOPU3MY, KOPYIIil Ta
OPTraHi30BaHOl 3JI0YMHHOI iSIBHOCTI y cdepi ympaBaiHHA Ta eKOHOMIKH, IHITUX
IPOTUTIPABHUX [Iilf, siKi 6Ge31ocepeIHbo CTBOPIOIOTH 3arpo3y KUTTEBO BaKJINBUM
inTepecam Ykpainu™. BusHaueHHs 3arpo3 HalioOHaJbHiil Oe3Ielli B yKpalHCbKOMY
3aKOHOABCTBI € Jy’Ke IMUPOKUM, OXOTIoioun 17 pisHUX KaTeropii, 1o J03BOJISIE
HaBITh MUPIIe TIyMadeHHs Mmanjata ChbY.

% YacTua 2 cT.2 3akoHy Ykpaitu “Mpo Cnyx6y 6e3nekun Ykpainu”. — http.//zakon2.rada.gov.ua/laws/show/2229-12.

4



Ypsioyeanns ma pepopmysars navionanviux cayicod 6esnexu ma poseioku: Kpauyi MircHapooni npaxmuxu

» Xoua Kownueniiss pedopm mnepenbauae posmexyBanHs 3agadu CBY Ta mpaso-
OXOPOHHUX BifloMcTB i 3pemrtoo mo36asiaerHss CBY MOBHOBaKeHb I0CYIOBOTO
pO3CJIilyBaHHs, B HUHINIHIKN cUTyaIlii 32 UM CTOATh Beinde3Hi pusuku. [lmany-
foun pedopMmy, CJIiJi BpaxoByBaTH crenu@iydi 3arposu s Ykpainu. Hwunimmi
3arpo3u He 3HUKHYTh HAWOJMKYUM YacOM, 1 3 OIJISAY Ha TPUBAIOUYMEI KOH(MIIIKT,
nigposainu CBY, saxmigui B ATO, moBuHHI e(eKTUBHO pO3CJiyBaTh 3JI04UMHU
[IPOTH JEPKABHOT GE3IEK.

» llle oxna mnpuumMHA, YOMY TIOBHOBA)KEHHS JIOCY/IOBOTO PO3CTiJyBaHHI 3apa3 He
Mmoxta 3abupatu B8 CBY, noasrae B tomy, mo HamionanbHa mosinis nepexubae
GesrpereIeHTHI IHCTUTYIIHI pedopMH, SIKi TO3HAYAIOTHhCS Ha ii eEeKTUBHOCTI
MPOTSATOM TiepexifiHoTo Tiepioay. BizMoBa Bifi mpaBooXOpoHHUX 1MOBHOBakeHbh CHBY
crBOpuIia O BaKyyM BJIJIU B CEKTOPI OE3TEKH.

» CBY — He eaunHa possizciy:xba 3 MPaBOOXOPOHHUMU OBHOBasKEHHSIMU B €Bporli
ta perioni. Ciyx6u 6Gesnexu ITospiti ta Bosrapii MaoTh moaiOHI TOBHOBasKEHHS,
a came — (PYHKIII mToTIepe/sKeHHs Ta 60POTHOY 3 OPraHi30BaHOIO 3JTOUNHHICTIO.

IHapaamenrtcbkmii Harnsa 3a CbY

» BasksimBa mpobJieMa HarJIsiy 3a CEKTOPOM PO3BIJKHU IOJISATAE B HOJITUYHOMY KOH(-
aikti mix IIpesumentom i Ilapmamentom. Cutigf BU3HATH, MO MiAMOPSAKYBaHHS
ciy:kO Gesrekn [Ipe3uieHTy MPSIMO CyNMEPEYnUTh MPUHIUIAM JI€EMOKPATHIHOTO
Harssiy. Take mpgme iepapxiuHe MiAMOPSIIKYBAaHHS TPE3UIEHTCHhKIN AMiHicTpa-
il nepenbavae 6e3yMOBHY JIOSUIbHICTh [Ipe3uieHTy, a TaKoK MiCTUTh 3arPo3y IOJIi-
TU3AIM1 CITyKOM.

» Jloctyn i BUKOpHUCTaHHS KOHMDIMEHIIHOI iHGopMallii JemyTaTaMu 3aJUIAETHCS
BKJIMBUM BUKJIUKOM JIJIsT TapjaMeHTchbkoro Harssiny 3a CBY. € Bunazku nopy-
IIEHHsT JlellyTaTaMu 3000B’s13aHb i3 30epekeHHs aepskaBHOl Taemuwuii. Kpim Toro,
JesiKi 3 HUX HaBiThb He MiANUCYIOTh yromy Tpo KoHbimeHiiiHicTh. Ile mkoanTh
po3BuTky noBipu Mixk CBY Ta mapiamMeHTChbKUMM KOMiTEeTaMu i 9K HACHIIOK —
CBY wmanae pemani Menmuie iHdopwMailii, a 1e, CBOEIO 4eproio, poOUTh MapJaMeHT-
CBKUI HATJIsA/ Hee(DeKTUBHUM.

» Yunnuii 3akoH 30608’s13ye CBY miopoky 3sityBatu nepen IlapiamMeHTOM, OJHAK
He BU3HAYa€ KOHKPeTHUX TepMiHiB. KpiMm Toro, HuninmHi yienn KomiteTy He MaoTh
MOZKJIMBOCTI, 4acy Ta HeoOXiTHOTO J0CBILY /st aieBoro Harmsiy 3a CBY.

IIL. IIOJITUYHI PEKOMEH/TAIIII

3 oISy Ha OCHOBHI MUTAHHS Ta BUSBJEHI BUKJIWKH, MOTOBi/Iavi Ta YYACHUKHU IIiJ 4ac
Kondepenmii gamu psig NOJMITHYHUX pPekoMeHzalin. Hapemeni Huskue pekoMeHjallii
BiZIOMBAIOTh TEMATUYHY CTPYKTYPY MOMEPEAHBOTO PO3ILITY.

ITepe6ir pepopmysannss CBY: rosioBHi npiopurern

> TososHi 3aBaanns Ta npioputeru pedopmysaniss CBY o6rosopoiorses 3 2005p.
Ha sxasp, BigTomi Majio no aMiauaocs. AKino Biaja fgiicHo mparte ycmixy Konrer-
il peop™, TO HEOOXiTHO PO3POOUTH Ta 3aTBEPAWTH ILJIAH peasisailii, 1e OyayTh
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BCTAHOBJIEHI YiTKi 1[iJli, TIPIOPUTETH, €Tald, BiJMOBIIAJIbHI KePiBHUKU (3 SIKUX
MOKHA Oy/le CIUTaTH 32 il BAKOHAHHS ) Ta TEPMiHU BUKOHAHHS.

Perysisipre BigcTeKeHHs ITaHy peasisallii € BasKJIMBUM IHCTPYMEHTOM 3abesrie-
YeHHsS aKTHBHOCTI Ta MiA3BiTHOCTI BimoBiganbHux oci6. CIrij CTBOPUTH He3aleK-
HUM OpraH y CKJaji KoJUIIHIX mpaiiBHukiB CBY, 30BHIIIHIX eKcIIepTiB i JemyTariB
JI7IST KOHTPOJII0 BUKOHAHHSA Tiany pedopm. [l mporo Takuii opran TOBUHEH MaTH
JIOCTYTI IO Bi/iOBiiHUX oKyMeHTiB CBY.

[Tporec pedopm ciiji maaHyBaTé Tak, MOO 3a0XOUyBATH MIMPILY ydacThb. Tpeba
3aIpOINyBAaTH OPTaHisailil rPOMaJIHCHKOTO CYCHIJIbCTBA B KOHTEKCTI MiJTPUMKU
crpareriyioi komyHikaiii. Ilisbp 3minHenHs posipu cycmiiberBa 10 CBY Oyue
JOCATHYTA Jiniie 3a eeKTUBHOI CITBITPAIli 3 TPOMAITHCHKUM CYCITIJTbCTBOM.

[MopylieHHs MpaB JIOAMHKA 3aJIMIIAI0THCS CEPHO3HOIO TIPOOJIEMOIO /It HAJIEKHOTO
ypsaaysauas B CBY. Konnerntist pehopM Ma€ po3ryissHyTH i1 Ta MOKa3aTh MeXaHi3Mu
BUSIBJIEHHS, MOBIJIOMJIEHHS Ta JIIEBOTO PO3CJIilyBaHHS TMOPYIIEHb TIPaB JIIOJAUHU
npeactaBarnkamu CBY, a Takox BAKUTTS 3aX0/1iB JIJIT HEJIOTYIIEHHS HOBUX BUIIAJIKIB.

[Ile oxtum mpiopuretom pecdopmu Mae 6ytu ynpasiainas kaapamu CBY (kagposa
MO TUKA):

* y HAHINTHLOMY TIPOEKTI KOHIIEMIlii pehopM HaeThcst Tpo “omTuMi3alliio” mepco-
Hauy, 1110 OaKaHO 3aMIHUTH Ha “paiiKaibHe CKOPOYEHHS” [IEePCOHALY;

* KOHITeNIlig pedopM Ma€ BU3HAYUTH TPIOPUTETOM HABYAHHSA Ta TiABUIICHHS
kBasmidikaiii mepcoHasy. Y 3B’SI3Ky 3 IIUM BaXJWBO 3MIIIHUTH MOKJIUBOCTI
Akaznemii CBY; BUpoOUTH TIPUHIMIIA Ta HACTAHOBK Kap'€PHOIO POCTY Ta OIL[iHKU
npodeciiiHol AisIbHOCTI;

* CJJT PO3POOUTH TOJITUKY M000PY Ta YTPUMAHHS KEPIBHUX KaJApiB CJIyKOM.
Y munynaomy Oyau nmpukaand, Koium kosuiHi criBpobithukun MBC, mpusna-
yeHi Ha BUcOKi nocasn B CBY, BuKopucTOBYBaM CBOI TIOCQ/IA /IS JIOCTYITY JIO
KOHDIZIEHITITHUX MaTepiaiiB po po3sciiayBants kopyiilii B MBC i 3HoBy noBep-
tasncst Ha KepiBui nocagau B MBC. 106 migcumntun 60poth0y 3 KOPYMIHE i He
JIOTYCTUTH HE3aKOHHOTO BUKOPUCTAHHS Ta PO3KPUTTS CeKpeTHOI iHdopmariiii,
HEOOXiIHO TEPEerJITHyTH TIPAKTUKY MPU3HAYEHHS KOJMUIIHIX CIiBPOOITHUKIB
OBC, MuTHHMX 1 TIOATKOBUX BiJIOMCTB Ha BMCOKI Tocagay Oe3 OIHKN IX MOK-
JIMBUX KOPYIIIITHUX 3B’SI3KIB i3 TIOTIePeIHIM MicI[eM CJIysKOM.

0060B’43ku Ta noBHOBakeHHd CBY

>

>

BusHauenHs Ta kjacudikallifo 3arpo3 Hal[lOHaJbHINA Oe3reri B YKpaiHCHKOMY
3aKOHOJIABCTBI CJIIJ TEPErJITHYTU W 3BY3UTU. 30KpeMa, eKOHOMIUHY Ta OpraHizo-
BaHy 3JIOYMHHICTh He CJIiJ BKJIIOYATH JI0 3arpo3 HalfioHanbHill Oesmerii. s ByxK-
YOro BU3HAYEHHS 3arpo3 HalliOHAJIbHINi Oe3Ieli KOPUCHUM OPIEHTUPOM € IOCJIijI-
sxenns VMorannec6ypsbkux npunnumis 1996p.

Mixnapomni nopaan 3 pedpopmyBannga CBY rpyHTyOThCS Ha Kpamux MPaKTUKAX.
[Tpukmaan 10JIbCHKOI i Oosrapchkoi ciyskO 6Geslekn, sIKi MaioTh JesKi MpaBo-
OXOpPOHHI TOBHOBAa)KEHHS, OJIHAK, HE HaJeKaThb J0 KpamuX MPaKTUK. Biamosimni
MIKHAPOJIHI Ta €BPOIENCHhKI CTaHJIapTu (BKJIOYHO 3 pekoMeHzaligamu BererriaH-
cbkoi komicii Tta [TAPE) mnpsamMo pekoMeHIyIOTh PO3MIJIUTH PO3BiAyBaTbHI Ta

-
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[IPABOOXOPOHHI MMOBHOBAKEHHS. BiJblIicTh €BPOMENHChKUX Cay:KO Oe3eku He
MalOThb ITOBHOBAXKEHb JIOCYZOBOTO PO3CJIyBaHHA. Y I[bOMY IPOEKT KOHIIEIIii
pedopm, 10 Tependadae mepenady IMOBHOBAKEHH JOCYIOBOTO PO3CIIiyBaHHS
IIPAaBOOXOPOHHUM BiJJIOMCTBaM, BiIIIOBiZIa€ KPAUIUM MiKHAPOJHUM ITPAKTUKAM.

IHapaamenrtcokmii Harnsa 3a CbY

» llapiaMeHTChbKUIM HATJIA MA€ BAKJIWBE 3HAUYEHHS [/ HEAONYHIEHHS TIOJITHY-
HOro BTpy4aHHs 3 Goky Ilpesujenrta, a TakoK 3arajbHOI TOJITH3AIii CIyKO.
Y 3B’A3Ky 3 UM CJIiJ] 3alpOBaAWTH HaiiiHi fopumanuHi samobixuukn. OmxuH i3
nsixiB  — HajganHs BepxoBuit Pagi mpaBa  3aTBepipKyBaTH  NPU3HAYEHHS
(3BisibHEHH:) TosI0BU CBY.

» IIpobiieMa HE3aKOHHOTO PO3TOJIOIIEHHS 3aKpUTOi iHMOpMaIi Moke OyTH BUPI-
ImeHa IIJSIXOM 3aKOHOZABYOTO BHOPMYBAHHSI TPaBWJI, SKi YiTKO BU3HAYATUMYTh
BI/IMOBIIAVIBHICTD KOHTpoJiepiB (y JaHOMY BWIAQJIKy — JIEIyTaTiB) Ta BiJIOBI-
JHaJbHICTh 3a iX mopyiieHHs. HapoaHum gemyrataM HeOOXiZHO TIPOWTH KypC
HaBYaHHST 3 MPOGECciiHOrO HArJIsIy 3a CIeNcayk0aMu Ta PO3BIAKOI 1 HOPSIKY
poboru (aHanis, 30epekeHHsI) 3 CEKPEeTHO iH(OpPMAIli€ln, OTPUMAHOI i Yac
BUKOHAHHSI POOOTH 3 HATJIS/LY 3a CIIEICTY;KOaMU.

» CBY mae 35 tuc. criBpoOITHUKIB i HU3KY (DYHKIIH, AesIKi 3 SIKUX TT€PETUHAIOTHCS
3 iHmmMu BigomcrBaMu. Heo6xigHo, mo6 mapiaameHTCbKuil GlomxerHuii Komiter
peTesibHO KOHTPOJIoBaB mpolec opmysanns Owomkery CBY Ta edexkTuBHIiCTb po3-
MOJILTY Ta BUKOPUCTAaHHS (hiHAHCOBUX PECYPCIiB.

» Chipi po3rIsTHYTH JOIJTBHICTD CTBOPEHHS OKPEMOTO TapJaMeHTChKOTO KOMITETY,
KW 3aliMaTUMEThCS BUHATKOBO HarisamoM 3a CBY. Kpamii eBpomefichki mpak-
TUKHU CBiZlYaTh Ha KOPUCTh HEOOXIAHOCTI X04a O OHOTO IMapaMEeHTChKOrO KOMITeTY
3 KOHKPETHUM 3aBJAaHHSIM HarJisi[y 3a CIelialbHUMU Ta Po3Biacayskbamu. Y jes-
KUX KpaiHax, TakuX, g9k Pymynis, Caoauunna it HopHoropis, € KijibKka mapJgaMeHT-
CbKUX KOMITETiB, KOKEH 3 SKHUX HaTJISJa€ 32 OKPEMUM acleKTOM PO3BiAyBaJbHOI
MSJIBHOCTI, HATTPUKJIA, TPOCTyXOBYBAHHSM.

» dkmo YkpaiHa 3peiTolo BUPIIMTL CTBOPUTH HOBUII NapjaMeHTCbKUI KOMITeT 3
Harssay 3a CBY, manmar, GyHKIiI Ta MOBHOBa)KEHHS KOMITETY MaiTh OyTH
peTeJIbHO 3Ba’KeHi Ta YiTKO BHM3HAueHi B 3aKOHI. 3apa3 HEMa€ €IMHOI Kpalioi €Bpo-
MelCchKOl MPAaKTUKH IIO/I0 MaHATa TAKUX KOMITETIB. AJie 3a3BUYail MaH/IaT BKJIIOYAE
HarJIg 32 TOJITUKOI, (hiHAHCAMW, YIPABJIIiHHAM Ta 3aBEepPIICHUMHU ONepaIlisiMu
cy6 Oesmeku; y @panrii ta HiMeyunHi KoMiTeTH MalOTh INUPIIMIT MaH/IAT,
1110 BKJIIOYAE HATJIA 32 JiSIBHICTIO Ta METOaMu poOOTH BiZIOMCTB.

» AnbrepHarnBa abo JOTIOBHEHHSI /10 TAPJIaMEHTCHKOTO KOMITETY — CTBOpPEHHS He3a-
JIESKHOTO €KCIIEPTHOTO Oprany, mianopsiakoBanoro Ilapmamenty. Bin € B Besbrii,
Hinepanangax i Hopserii. Taxi ekcriepTHi opranu 3a3Buyail MalOTh 3MIiNIAHUN CKJIa/
1 BKJIIOYAIOTH KOJIMIIHIX YJIEHIB IapJlaMeHTy Ta I10CaJ[0BIIB BUKOHABYOI Ta CYJO-
BOI I'JIOK BJIaJIH, a TAKOK BUBHAHUX €KCIEPTiB y Iill raiysi. Take noeananus 6ysio 6
KOPUCHUM B YKPaiHCBKIN CHUTYyarlii, TPy IIbOMY €KCIIEPTHUI OpraH TaKoX Mir Ou
iH(opMyBaTH HOBOOOpAHUX JIeNyTaTiB Mpo noBHoBakeHHs Ta GyHkiii CBY. Ipex-
CTAaBHUKIB I'DPOMA/ISTHCBKOTO CYCIIJIbCTBA TEX MOKHA 3allpollyBaTH Ha 3aci/laHHS
KOMITETY, KOJIU He IJIAaHY€E€ThCST 0OrOBOpeHHsT KOHMiieH IiiTHOT iHhopMmartii.
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Governance and Reform of State Security Services: Best Practices

MONITORING UKRAINE'’S SECURITY
GOVERNANCE CHALLENGES

Conference-3: “Governance and Reform of State Security Services:
Best Practices”

24 May 2016, Kyiv

Key Issues and Policy Recommendations'

I. CONTEXT

Between 2005-2009, Ukraine benefited from a substantive intelligence governance
programme under the auspices of the NATO-Ukraine Joint Working Group on
Defence Reform (JWGDR), an initiative in which DCAF, NATO Liaison Office in
Ukraine and the NATO Policy and Planning Department cooperated to outline a
range of best practices. During that period, a Public Council at the Security Service of
Ukraine (SSU) was established to address complaints and other policy issues such as
finances; while a “Code of Ethics” was developed and validated, and a White Book on
the Security Service and Intelligence Services of Ukraine (2007) was produced to
help outline and identify policy and programme priorities.

The events of 2014 underlined key challenges facing the security sector in Ukraine,
proving that a comprehensive security sector reform is ever more necessary. As a result,
with technical assistance from international and regional organisations, the government
initiated a set of legislative, institutional and policy reforms addressing the security sector,
including the SSU.

Since January 2016, DCAF and the Razumkov Centre have been implementing the
project “Monitoring Ukraine’s Security Governance Challenges”, which aims to raise
awareness on international and European good practices and provide a platform for
discussion on security sector governance and oversight in Ukraine through a series
of conferences. During the first two, the SSU’s military status, pre-trial investigation
powers and its oversight and accountability were among the key issues raised by
participants.

BEPAOSHA PALA

PRI

OBHA PALA

3/}5?;\?&-1 Y

! General assessments, conclusions and proposals are those of the participants and contributors. Some of the statements and recom-
mendations are contradictory not only with the official documents, but even to each other. However the authors of the publications
consider it worth to present them as a demonstration of a nature of discussions, the presence of the polarity of expert opinions
and approaches, which do not correspond with the generally accepted ones today, but may find their way into policy documents in the future.
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Building on the findings and recommendations of the previous conferences, this
Conference — the third in a series of eight — focused exclusively on the SSU reform
process; aiming to unpack the aforementioned issues, identify current reform priorities,
discuss relevant European good practices and assess capacity development needs
for intelligence governance in Ukraine. The Conference brought together a total of
sixty-six participants, including national and international experts, parliamentarians,
representatives of the Ukrainian government, security sector, civil society and media
as well as representatives of international and regional organisations.

This report outlines the key issues discussed, as well as relevant policy recommendations
proposed by participants and speakers during the conference.

II. KEY ISSUES

In this section the issues discussed are categorised in line with the thematic foci of
the conference. The bullet points reflect a summarised version of key points raised
by participants or panellists.

Certain issues were highly contested among the participants; hence some points below
reflect those opposing arguments and recommendations.

Status of SSU Reforms: Main Priorities

» The SSU is in the process of developing a Reform Concept, with advisory assistance
from the NLO and the European Advisory Mission (EUAM). The main objectives
of the reform are to:

« Increase the level of public trust in the SSU;
* Achieve a gradual demilitarisation of the service;

» Demarcate tasks between the SSU and other law enforcement agencies, in
particular through limiting SSU investigatory powers;

 Enhance democratic and civilian oversight over the SSU; and

« Improve cooperation with foreign partners and intelligence agencies.

» The reform concept is planned to be implemented in two phases: Phase I
(2016-2017), during which a new law on the SSU will be drafted and adopted,
clearly outlining its tasks, objectives and status. With the new legislative framework
in place, during Phase IT (2018-2020) the aforementioned reforms will be implemen-
ted. By 2020, the reform process will be completed and an evaluation will be
conducted.

Mandate and Powers of the SSU

» Currently, the SSU has a broad mandate which includes “identifying and
suppressing crimes against peace and security of mankind, terrorism, corruption
and organized crime in the sphere of management and economy, and other unlawful
acts that pose a threat to the vital interests of Ukraine”.? The way in which national

% The Law of Ukraine “On the Security Service of Ukraine”, art 2 para 2 http://ssu.kmu.gov.ua/sbu/control/en/publish/article?art_id=
82380&cat_id=42924.
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security threats are defined in Ukrainian legislation is extremely broad; which,
by including 17 different categories, allows for an even wider interpretation of
what falls under the SSU mandate.

» While the Reform Concept foresees the separation of tasks between the SSU and
law enforcement agencies — and ultimately the abolition of SSU pre-trial investiga-
tion powers — doing so in the current context entails enormous risks. When
planning for reform, one needs to take into consideration the unique threats
facing Ukraine. Current threats will not disappear in the short term, and in the
context of the on-going conflict, the ATO unit of the SSU needs to be able to
effectively investigate crimes against state security.

» An additional reason why pre-trial investigative powers cannot be immediately
transferred is that the National Police is going through unprecedented institutional
reforms, which impact upon its effectiveness during this transition period.
Relinquishing the law enforcement powers of the SSU would create a power
vacuum in the security sector.

» The SSU is not the only intelligence agency with law enforcement powers in
Europe and in the region. The security services of Poland and Bulgaria have similar
mandates — namely, a mandate to prevent and combat organised crime.

Parliamentary Oversight of the SSU

» An important challenge concerning oversight of the intelligence sector is the
political conflict between the president and the parliament. It should be recognised
that subordination of the security services to the President stands in direct opposition
to the principles of democratic oversight. Such direct hierarchical subordination
to the presidential administration results in unquestioned loyalty to the president,
as well as the politicisation of the service.

» The access to and use of confidential information by MPs continues to be an
important challenge for overseeing the SSU. Several MPs have not respected
the obligation to preserve state secrets. Moreover, some of them are yet to even sign
the confidentiality agreement. This feeds into the growing mistrust between the
SSU and parliamentary committees, resulting in the SSU sharing less and less
information; which in turn renders parliamentary oversight ineffective.

» Currently, the SSU is obliged by law to report to the parliament annually, however
the law does not stipulate specific deadlines. Furthermore, the existing committee
members do not have the capacity, time or expertise to effectively oversee the SSU.

III. POLICY RECOMMENDATIONS

In view of the key issues and challenges identified, the panellists and participants
proposed a number of policy recommendations during the conference. The recommenda-
tions listed below mirror the thematic categorisation of the previous section.
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Status of SSU Reforms: Main Priorities

» The main objectives and priorities of SSU reform have been on the agenda and
debated since 2005. Unfortunately, little has changed so far. If the government
wishes for the Reform Concept to succeed this time round, a formal implemen-
tation plan should be established, setting out clear goals with prioritised actions,
phases, responsible leaders (to be held accountable for its implementation) and
deadlines.

» Regular monitoring of the implementation plan is a critical tool to ensure the
commitment and accountability of those who are responsible for it. An indepen-
dent body composed of former SSU officials; external experts and MPs should
be established to monitor the implementation of the reform plan. In this context,
the body should have access to relevant SSU documents.

» The reform process should be designed to foster further inclusivity. Civil society
organisations should be invited to provide input with respect to strategic
communications. Without effective cooperation with civil society, the goal of
enhancing public trust in the SSU will not be achieved.

» Human rights violations continue to present a major challenge to good
governance of the SSU. The reform concept should address this, and elaborate on
mechanisms to identify, report, and effectively investigate human rights violations
by the SSU, as well as introduce deterrence measures to prevent future occurrences.

» Another priority of the reform should be the SSU’s human resources management:

* While the current draft of the reform concept refers to the ‘optimisation’
of staff, it would be advisable to amend it to ‘critical reduction’ of staff.

* The reform concept should prioritise the training and professional development
of staff. In this regard, it is essential to strengthen the capacity of the SSU
Academy; develop principles and guidelines for career development and
professional performance evaluations.

* Policies should be developed to recruit senior managers within the service
and ensure their retention. In the past, there have been instances where former
Mol staff appointed to senior positions at the SSU abused their positions to
access confidential material on corruption investigations concerning the Mol,
only to return to their former position within the Mol during the same year. In
order to strengthen anti-corruption efforts and prevent the unlawful use and
disclosure of classified information, it is necessary to reconsider the practice of
appointing former employees from internal affairs, customs or tax authorities
to senior positions without assessing their ties to those agencies.

Mandate and Powers of the SSU

» The definition and categorisation of national security threats in Ukrainian legisla-
tion should be revised and narrowed. In particular, economic crime and organised
crime should not be included as national security threats. For narrowing the
definition of national security threats, the 1996 study of the Johannesburg
Principles would be a useful reference guide.
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» International advice on SSU reform is based on best practices. The examples of
Polish and Bulgarian security services having partial law enforcement powers,
however, do not represent best practices. International and European standards
in this regard (including the Venice Commission and PACE recommendation)
clearly recommend the separation of intelligence and law enforcement powers.
The majority of European intelligence services do not have pre-trial investigation
powers. In this respect, the draft reform concept, which foresees the transfer of
pre-trial investigation powers to law enforcement agencies, is in line with best practice.

Parliamentary Oversight of the SSU

» Parliamentary oversight is crucial for preventing political interference by the
President, as well as the overall politicisation of the services. In this regard, strong
legal safeguards should be introduced. One way to do so is to entrust the Verkhovna
Rada with the power to approve the appointment of-/remove the head of the
SSU from Office.

» In order to address the unlawful disclosure of sensitive information, regulations
clearly stipulating the responsibilities of the overseers (in this case MPs), and the
consequences in cases of their breach, should be devised. MPs should also receive
briefings and trainings on professional conduct of intelligence oversight, and
how to handle, analyse and maintain classified information obtained in the context
of oversight activities.

» The SSU has 35,000 personnel and several functions, some of which overlap
with other agencies. It is imperative that the Rada Committee on the Budget
thoroughly scrutinises how the SSU’s budget is drawn, and how efficiently resources
are allocated and spent.

» The establishment of a new parliamentary committee focusing exclusively on
SSU oversight should be considered. European good practice in this respect is to
have at least one parliamentary committee with a specific mandate to oversee
intelligence agencies. In some countries such as Romania, Slovakia and Montenegro,
multiple parliamentary committees exist, each overseeing a particular aspect of
intelligence work, such as the interception of telecommunications.

» If Ukraine ultimately decides to establish a new parliamentary committee to oversee
the SSU, the committee’s mandate, functions and powers should be thoroughly
considered and clearly stipulated by law. Currently, no single European best practice
in terms of the mandates of such committees exists. However, the usual mandate
involves overseeing the policies, finances, administration and completed operations
of intelligence services; whereas in France and Germany, the committees have a
wider mandate, including oversight of activities and methods of the agencies.

» An alternative to, or a complement to a parliamentary committee is to establish
an independent expert body reporting to the parliament. This is the case in Belgium,
the Netherlands and Norway. Such expert bodies usually have a mixed composition,
including former MPs and officials from the executive and judiciary, as well
as renowned experts in the field. Such a constellation would be useful in the
Ukrainian context, whereby the expert body could also brief newly elected MPs on
the mandate and functions of the SSU. Civil society representatives could also be
invited to committee meetings when no confidential information is to be discussed.
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